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Abstract: This paper presents a design scheme of wire-line tele-
phone system using self-interference (SI) cancellation technology 
in co-frequency co-time full-duplex (CCFD) system to realize 
absolute secure communication at the physical layer. This scheme 
can hide the target signal by skillfully releasing the high-power 
artificial noise to the whole link at the receiving node, and then 
make use of the receiver’s knowledge of the SI signal to achieve 
high dB SI cancellation with the help of analog domain SI cancel-
lation technology in CCFD domain, so that the signal-to-noise 
ratio (SNR) received by the eavesdropper at any position of the 
link is far lower than that of the legitimate receiver, so as to realize 
the absolutely secure communication in the sense of Wyner prin-
ciple. This paper not only puts forward the specific design scheme 
of absolutely secure communication telephone, but also analyzes 
the calculation of security capacity under different eavesdropping 
positions, different SI cancellation capability and different system 
parameters according to Shannon theory. 
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0  Introduction 

Traditional wire-line secure communication systems 
mostly adopt encryption algorithms based on cipher key, 
such as DES algorithm[1] and AES algorithm[2]. However, 
with the improvement of large-scale computing ability 
and resources, any key is in danger of being leaked or 
decoded. In recent years, physical layer security[3] has 
become one of the effective methods to solve the draw-
backs of traditional secrecy. It was first proposed by 
Wyner based on Shannon information theory[4], and also 
known as the absolute security of the physical layer com-
munication. The theory points out that if the capacity eC  
of the eavesdropper is less than the capacity bC  of the 
legitimate receiver by skillfully designing the circuit, the 
system can realize absolutely secure communication with 
the security capacity s b eC C C  , as shown in Fig. 1, 
where Alice is the transmitter node, Bob is the receiver 
and Eve is the eavesdropper. The larger the sC  is, the 
more the information can be safely transmitted in unit 
time. Compared with the traditional secure communica-
tion technology, the physical layer secure communication 
technology[5-7] does not rely on computational complex-
ity and cannot be cracked by computing power, which 
can realize absolutely secure communication. 
 

 
 

Fig. 1  Physical layer security criterion based on Wyner  

principle 
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However, at present, the physical layer security 
technology based on Wyner principle is mostly used in 
the field of wireless communication. For example,   
Ref. [8] discusses that the artificial noise in Null Space 
can greatly reduce the signal quality received by the 
eavesdropper without affecting the reception of the le-
gitimate receiver. The premise of this method is to accu-
rately obtain the channel state information (CSI) of the 
receiver, but it is difficult to realize in practical commu-
nication. Ref. [9] is the first to use self-interference (SI) 
from co-frequency co-time full-duplex (CCFD) receiver 
to improve system confidentiality, and Refs. [10, 11] im-
proved this theory. However, due to the openness of the 
wireless channel, Eve can intentionally choose a location 
very close to the transmitter for eavesdropping, resulting 
in a surge in eavesdropping capacity and the system se-
curity capacity becomes negative. In order to realize ab-
solute physical layer security in the whole space, it must 
be ensured that there is a very high self-interference 
cancellation effect in all positions, which is difficult to 
achieve in practical applications. Therefore, these studies 
do not give the specific SI cancellation scheme. 

Recently, it has been proposed to use wire-line 
communication to achieve absolutely secure communi-
cation. For example, although Ref. [12] puts forward the 
idea of polluting wire-line channel with artificial noise, it 
only analyzes the impact of different SI cancellation ca-
pabilities on channel capacity from the theoretical level, 
and does not give a specific circuit scheme. Compared 
with the wireless communication system, the wire-line 
communication system transmits signals with the help of 
wired media, and its anti-interference and stability are 
better than the wireless communication system. When 
the physical layer security technology is applied to 
wire-line communication, the power attenuation is small, 
and the effect of “hiding” the target signal with artificial 
noise is better. Since wire-line communication technol-
ogy is still widely used in military, medical, financial and 
information systems, it is extremely important to realize 
absolutely secure communication in wire-line communi-
cation system. Therefore, based on Wyner principle, this 
paper proposes a new design scheme of wired secure 
communication system, which gives up the traditional 
confidential methods, and uses the analog domain SI 
cancellation technology in CCFD[13] to enable both 
nodes of the full-duplex system to eliminate the artificial 
noise. Concurrently, the system can ensure that there is 
always high-power artificial noise in each frequency 
band, thus preventing eavesdroppers from eavesdropping 

on the target signal. Both the system security capacity 
calculation method and its relationship between SI can-
cellation capability will be studied in this paper. 

1  System Model 

The wire-line secure communication system pro-
posed in this paper is based on CCFD technology for 
communication. We call the legal communication nodes 
are Alice and Bob, the eavesdropper node is called Eve. 
The main structure and principle of the system are shown 
in Fig. 2, where the communication distance between the 
two nodes is L, and Eve is eavesdropping at a distance of 
x  meters from Alice. In the communication process, 
when the transmitter sends the target signal to the link, 
the receiver will send the artificial noise signal at the 
co-frequency co-time to hide the target signal. At the 
same time, the receiver can eliminate the artificial noise 
by using the SI canceller (SIC) to make the SNR of the 
legal channel much higher than that of the eavesdropping 
channel before ensuring the receiver to receive the target 
signal smoothly. We suppose that 1f  and 2f  are the 
local oscillation signals staggered with each other, and 
the center frequencies are c1f  and c2f , respectively; 
the signal generator aS  and bN  separately send out 
the modulated target signal  a1S  and the modulated 
artificial noise signal b1N  which are up-converted 
by 1f ; Similarly, the modulated target signal b2S  and the 
modulated artificial noise signal a2N  both are 
up-converted by 2f , which are sent out by bS  and 

aN , respectively. 
 

 
 

Fig. 2  Main structure and principle of the wire-line secure 

communication system 
 

Since the CCFD system is known about the artifi-
cial noise signal, we analyze how the receiver receives 
the target signal from Alice to Bob, as shown in Fig. 3. 
When Bob receives the target signal, the known artificial 
noise signal b1N  is adjusted by amplitude adjuster 0  
and phase adjuster 0  through SIC, so the artificial 
noise signal b1N  on the link can be eliminated by adder. 
Then, the interference of different carrier signals is fil-
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tered through the filter, and the detector can detect the 
signal to be received. 
 

 
 

Fig. 3  SI cancellation and detection process 
 

According to SI cancellation theory, we eliminate 
the known artificial noise signal b1N  through SIC; By 
eliminating the signals a2N  and b2S  with the carrier 

c2f  through the band-pass filter with the center fre-
quency of c1f , the signal a1S  with the carrier c1f  can 
be detected by the detector, and the baseband target sig-
nal can be obtained after the signal a1S  is correctly de-
modulated. Due to the symmetry of the system, the 
processing process of signal b2S  is similar to that of 
signal a1S , which will not be repeated in this paper.  

2  Analysis of System Security  
Capacity 

This paper measures the security communication 
capability of the system by analyzing the security capac-
ity of the wire-line communication system: if the maxi-
mum eavesdropping capacity obtained by Eve when 
eavesdropping the target signals from Alice and Bob at 
any eavesdropping position is less than the security ca-
pacity of the legal channel, the absolute physical layer 
security communication can be realized, otherwise there 
is the possibility of eavesdropping. According to Fig. 2, 
due to the symmetry of wire-line secure communication 
system, we analyze the system security capacity of Alice 
signal a1S  transmitted to Bob node, similarly, and we 
can see the system security capacity of Bob signal b2S  
transmitted to Alice.  

We set the power of signal a1S , a2N , b2S  and 

b1N  as 
aSP , 

aNP , 
bSP  and 

bNP , respectively; The 
thermal noise power of the system is 0N ; The power 
gain of the power amplifier is PA , and the power gain of 
the power amplifier is 

2
P

1

=10lg
P

A
P

                   (1) 

where 1P  and 2P  represent the input and output power 
of the power amplifier respectively, so we can know the 
power amplification factor of the power amplifier: 

P

10
P =10

A

                       (2) 

The propagation of the signal in the wire-line medium 
follows the exponential attenuation law[14], as shown in 
Fig. 4. 
 

 
 

Fig. 4  Attenuation law of signal in wired medium 
dBm: Decibel relative to one milliwatt 

 
Its characteristic is 

2
s 2 1

1

( )
10lg ( )

( )

P l
l l

P l
                 (3) 

In Fig. 4 and Eq. (3), 1( )P l  and 2( )P l  represent 
the power of the electromagnetic wave signal at the posi-
tion of 1l  and 2l  on the conductor ( )P l , respectively. 

s  is the attenuation value per unit length of the con-
ductor. The attenuation value characteristics are deter-
mined by the material and structure of the conductor. Let 

( )l  be the attenuation multiple of the signal power 
transmitted in the conductor. According to Eq. (3), let 

2 1l l l  , and the attenuation multiple of the signal 
power can be obtained: 

s

10( ) 10
l

l





                    (4) 

The system eliminates the artificial noise signal 
through SI cancellation technology. We define its SI 
cancellation ability as 10lgH   , where   is the 
residual factor of SI. If 20 dBH  , it can be seen that 

210  , and the residual artificial noise power after SI 
cancellation is 

aNP  and 
bNP . 

According to Eqs. (2), (4) and SI cancellation abil-
ity H, the signal powers received by Alice and Bob are: 

b aA P P 0( ) S NP L P P N             (5a) 

a bB P P 0( ) S NP L P P N             (5b) 

At the eavesdropping position (0 )x x L≤ ≤ , the 
power of Eve eavesdropping on the signals sent by Alice 
and Bob can be expressed as:  

b aE1 P P 0( ) ( )S NP L x P x P N             (6a) 

a bE2 P P 0( ) ( )S NP x P L x P N            (6b) 

According to (5a), (5b) and Shannon’s law, the 
communication capacity of Alice and Bob legal channels 
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are 

b

a

P

A 2 2
P 0

( )
log ( 1)S

N

L P
C w

P N

 

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

         (7a) 

a

b

P

B 1 2
P 0

( )
log ( 1)S

N

L P
C w

P N

 


 


         (7b) 

where 1w  and 2w  are the bandwidths of local oscilla-
tion signals 1f  and 2f , respectively. 

According to (6a), (6b) and Shannon’s law, the 
communication capacity of Eve eavesdropping channels 
are: 

b

a

P

E1 2 2
P 0

( )
log ( 1)

( )
S

N

L x P
C w

x P N

 
 


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
          (8a) 

a

b

P

E2 1 2
P 0

( )
log ( 1)

( )
S

N

x P
C w

L x P N

 
 

 
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      (8b) 

When conditions are met:  

A E1
S

B E2

0

0

C C
C

C C


  

∨
∨

                 (9) 

It can be seen that absolutely secure communication can 
be achieved for any eavesdropping position x . 

From the perspective of Eve, when the eavesdrop-
ping position is x L , it is the optimal eavesdropping 
point for eavesdropping Bob to send the target signal 

b2S , and when the eavesdropping position is 0x  , it is 
the optimal eavesdropping point for eavesdropping Alice 
to send the target signal a1S . At the optimal eavesdrop-
ping point, the attenuation of the target signal is the 
weakest and the attenuation of the artificial noise signal 
is the strongest. At this time, the communication capacity 
of the eavesdropping channel reaches the maximum and 
the system security capacity is at the minimum. There-
fore, it can be seen that the maximum communication 
capacity of the eavesdropping channel is:  

b

E1

a

P=
2 2

P 0

log ( 1)
( )

Sx L

N

P
C w

L P N


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 
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     (10a) 
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b
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     (10b) 

The system security capacity shall meet the for-
mula:  

E1A
x=LC C∨                 (11a) 

E2

=0
B

xC C∨                 (11b) 

Then the wire-line communication system can real-
ize absolutely secure communication. Formulas (7a), 
(10a), and (11a) are derived to satisfy the following rela-
tionship:   

2 ( )L ∧                     (12) 

By substituting into Eq. (4) and the definition of SI 
cancellation capability H:  

s2H L∨                    (13) 

Formula (13) reflects the conditions that must be 
met to realize absolutely secure communication in 
wire-line communication system, that is, the premise of 
realizing absolutely secure communication is that the SI 
cancellation ability is at least twice the total attenuation 
value of the conductor. 

3  Simulation Results and Analysis 

According to the theoretical analysis and formula 
derivation of the above system security capacity, the 
system security capacity has the strongest correlation 
with factors such as SI cancellation ability and conductor 
attenuation characteristics. Next, by setting simulation 
parameters, the corresponding relationship between sys-
tem security capacity and relevant parameters in tele-
phone secure communication system is further analyzed. 
The relevant parameter settings involved in the simula-
tion process are shown in Table 1. 
 

Table 1  Channel capacity simulation parameter setting 
 

Parameter Set value 

a b
,S SP P  10 dBm 

a b
,N NP P  12 dBm 

1 2,w w  1 MHz 

Thermal noise power spectral 
density 0n  -174 dBm/Hz 

0N  -114 dBm 

Conductor model Twisted pair (UTP Cat 5) 

Conductor attenuation factor 0.014 87 dB/m 

PA  30 dB 

 

According to Eqs. (7a)-(9) and (13), Fig. 5 can be 
obtained by simulation, in which we set the SI cancella-
tion ability H to be 2.5 times of the total attenuation 
value of the conductor. The simulation diagram shows 
the relationship between Eve eavesdropping position and 
system security capacity when the conductor length is  
1 km. 

According to the simulation results in Fig. 5, the two 
curves are symmetrically distributed. For the target signal 

a1S , the system security capacity gradually increases  
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Fig. 5  Relationship between eavesdropping location and 

channel security capacity 
 
as the Eve eavesdropping position is far away from Alice. 
The reason for this trend is that when 0x  , the at-
tenuation of the target signal is the smallest, while the 
attenuation of the artificial noise signal is the most se-
vere, resulting in the maximum communication capacity 
and the minimum system security capacity of the Eve 
eavesdropping channel. As the eavesdropping location is 
far away from Alice, the attenuation of the target signal 
becomes more and more serious, but the attenuation of 
the artificial noise signal becomes weaker, resulting in 
the gradual reduction of the SNR of Eve and the com-
munication capacity of the eavesdropping channel, and 
the gradual increase of the system security capacity; 
When Eve eavesdropping capacity tends to zero, the 
system security capacity curve tends to be flat, that is, 
the system security capacity is close to the communica-
tion capacity of Bob. The analysis of b2S  curve of tar-
get signal is the same.  

According to Eqs. (7b), (8b), (9) and (13), Fig. 6 
can be simulated, in which the SI cancellation capability 
H is set to be 2.5, 3 and 3.5 times of the total attenuation 
value of the conductor. 
 

 
 

Fig. 6  Relationship between SI cancellation ability and  

security capacity 

The simulation diagram shows the relationship be-
tween Eve eavesdropping position, SI cancellation capa-
bility H and system security capacity when Alice trans-
mits target signal a1S  to Bob and the wire length is 1 
km. The simulation results in Fig. 6 show that the 
stronger the SI cancellation ability of Bob, the greater the 
system security capacity, that is, the more secure the 
wire-line communication system. The simulation curve 
clearly shows that when the SI capability H differs by the 
same times of the total attenuation value of the conduc-
tor, the two adjacent curves are parallel and differ by the 
same value. This result can effectively know the actual 
development and application evaluation of the wire-line 
communication system. 

4  Conclusion 

This paper presents a wire-line secure communica-
tion system based on the co-frequency co-time SI can-
cellation technology, and studies the problem of abso-
lutely secure communication in the process of wire-line 
communication. Through CCFD technology, Alice sends 
the target signal, and Bob releases the artificial noise 
signal to the channel through the noise generator, so that 
it can effectively interfere with the target signal in the 
communication process, ensure that the wire-line com-
munication system can realize secure communication, 
and make Bob only receive the target signal through the 
SIC. As the saying goes, “Knowing yourself and the 
enemy is invincible in a hundred battles”, we study the 
effect of eavesdropping from the perspective of Eve, that 
is, the state of system security capacity when Eve eaves-
dropping at any point of the conductor. The research 
work shows that Eve can be effectively prevented from 
eavesdropping through artificial noise signal and SI can-
cellation technology, and the SI cancellation ability can 
directly affect the security capacity of the system. We 
deduce the expression of the system security capacity, 
and analyze the relationship between the system security 
capacity, wire length, Eve eavesdropping point position 
and SI cancellation ability through simulation, so as to 
obtain the absolute confidential communication effect of 
the system. 
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