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Abstract: 5G provides a unified authentication architecture and
access management for IoT (Internet of Things) devices. But
existing authentication services cannot cover massive loT devices
with various computing capabilities. In addition, with the devel-
opment of quantum computing, authentication schemes based on
traditional digital signature technology may not be as secure as we
expected. This paper studies the authentication mechanism from
the user equipment to the external data network in 5G and pro-
posed an authentication protocol prototype that conforms to the
Third Generation Partnership Program (3GPP) standard. This pro-
totype can accommodate various Hash-based signature technolo-
gies, applying their advantages in resource consumption to meet
the authentication requirements of multiple types of IoT devices.
The operation of the proposed authentication scheme is mainly
based on the Hash function, which is more efficient than the tradi-
tional authentication scheme. It provides flexible and high-quality
authentication services for IoT devices cluster in the 5G environ-
ment combining the advantages of Hash-based signature technol-
ogy and 5G architecture.
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0 Introduction

In the IoT (Internet of Things) environment, various
of IoT devices, from tiny, lightweight devices to power-
ful smart devices, are connected to send and receive in-
formation. The IoT can be divided into four layers: per-
ception layer, transport layer, platform layer, and appli-
cation layer. The transport layer has various connectivity
technologies, such as WAN connectivity, including
4G/5G, eMTC, NB-IoT, Sigfox, LoRa, and LAN connec-
tivity, including WiFi, Bluetooth, and ZigBee. The grow-
ing number of devices and the cooperation of multiple
types of devices are important characteristics of the de-
velopment of the IoT industry. The IoT under 5G sce-
nario takes 5G technology as the core transport technol-
ogy of the transmission layer of the IoT, makes full use
of the technical advantages of 5G “high bandwidth, high
capacity, high reliability and low delay”, further trans-
mits and exchanges the object information collected by
the perception layer, realizing the interconnection be-
tween people and things, things and things. The 5G
combined with SDN (Software-Defined Network), NFV
(Network Functions Virtualization), virtualization, and
other technologies, provides customized slicing services
for IoT device clusters. According to the different needs
of IoT devices clusters, the infrastructure provided by
operators or vertical industry users can run these slices,
reducing link costs and facilitating centralized control.
Therefore, the IoT under the 5G scenario has the broad-
est application prospects. Figure 1 shows its representa-
tive application based on the three major application
scenarios of 5G.
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Fig. 1 IoT applications in the three major scenarios of 5G
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Since IoT system contains many sensors and actua-
tors, the security of IoT system is directly related to the
security of information system, and even physical secu-
rity. The main security threats of IoT systems under
WAN include: data forgery, false data injection, replay
attack, Sybil attack, etc. Relying on digital signature
technology to achieve authentication between devices
and ensure the integrity of communication data can cope
with the above attacks.

5G provides a new security architecture with uni-
fied access authentication framework, security context
and remote key management, and has stronger access
device perception ability than traditional network envi-
ronment. The service-based, virtualized and cloud-based
5G network architecture better supports the business
needs of IoT devices, meanwhile, it has expanded the
attack surface. Under the condition of network capacity
opening, various devices are connected to the network.
These devices can even manage and configure the 5G
network, further exacerbating the risks caused by open-
ness. Ensuring the legitimacy of the access device is the
basis of security. Using digital signature technology to
authenticate the equipment identity is more suitable for
IoT devices. However, the traditional RSA, DSA (digital
signature algorithm), and ECDSA (elliptic curves digital
signature algorithm) signature algorithms have rigid
computing requirements and hardly meet the authentica-
tion needs of [oT devices with different computing capa-
bilities.

After years of development, Hash-based signature
schemes now have relatively higher calculation speeds
and relatively smaller signatures. The representative so-
lutions have their characteristics and can be used as al-
ternatives for IoT device authentication. The security

parameters in the signature scheme can be adjusted,
which increases the flexibility of authentication based on
this scheme. On the whole, the Hash-based signature
scheme has the following advantages:

1) General computing capabilities requirements.
There are many different signature schemes (including
stateful LMS (Leighton Micali Signature), XMSS (eX-
tended Merkle Signature Scheme), XMSS™'; stateless
FTS, SPHANCINS, SPHANCINS"). Different signature
mechanisms have different requirements for the comput-
ing capabilities of the device. The security parameters of
each signature scheme can also be adjusted to accom-
modate various computing capabilities configurations of
IoT devices cluster with different characteristics.

2) Minimal security assumptions''. Unlike other
signature schemes, which rely on multiple complex op-
erations to generate secure signatures, Hash-based solu-
tions only require secure Hash functions. The security of
the scheme is directly related to the Hash function used.
If the Hash function used is proved to have a security
risk, the security of the basic signature scheme will not
be affected after the Hash function is replaced.

3) Quantum threat resistance. Unlike traditional
cryptographic signature algorithms whose security de-
pends on trap gate one-way functions based on the diffi-
culty of decomposed integers and computed discrete
logarithms, respectively, most Hash-based signatures are
not susceptible to Shor’s quantum algorithm™. This fea-
ture is more competitive under quantum threats, and it is
also a reference indicator of whether a signature scheme
is worth developing in the next few decades.

Therefore, Hash-based signature schemes are more
competitive than traditional signature algorithms in the
authentication of IoT devices. Our works include: Com-
bining the research on 5G authentication schemes with the
principle of Hash-based signature technology, analyzing
the advantages of applying it to IoT device authentication
in 5G scenarios, and then proposing an authentication pro-
tocol that applies Hash-based signature technology to ter-
minal devices in the 5G scenario. This protocol can be
integrated into a 5G unified identity management system
to provide a template for applying Hash-based signature
technology to authentication, which are more flexible for
IoT devices with different computing capabilities.

1 Related Work

Some review papers have discussed in detail the
application of Hash-based signature technology in the
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IoT. They mainly spread out from the following aspects.

The trade-offs performance of Hash-based signature
techniques during evolution: Butin'"! provided an over-
view of the post-quantum signature scheme and intro-
duced the basic structure and evolution of the Hash-
based signature scheme, and discussed the state and
standardization of it. In Ref. [3], Palmieri analyzed the
advantages of Hash-based signature schemes applied in
IoT scenarios and the current difficulties, and then intro-
duced the work progress of the cryptography community
in the state and standardization of Hash-based signatures.
Suhail et al'® thoroughly discussed the key issues of mi-
gration to post-quantum signature schemes, analyzed the
reasons for such transition, classifying Hash-based sig-
nature schemes into stateful and stateless according to
key generation, signature process, and other construction
parameters, and then discussed the advantages and dis-
advantages of each.

The feasibility and advantages of the Hash-based
signature scheme applied to the IoT devices: Saldamli et
al™ evaluated the performance of Hash-based signature
combined with Merkle’s tree on Pyboard devices in
terms of energy consumption, execution time, CPU us-
age, and memory consumption. They proposed that sign-
ing and validating could be handled on the Pyboard de-
vice with an acceptable processing time: 5 ms for signa-
ture and 1 ms for validation, but the memory required
during key generation might not be satisfied. Given the
limited processing performance of IoT devices, Pereira
et al® designed a Hash-based signature scheme with
smaller signatures based on the Winternitz signature
scheme. Ghosh et al® designed a Hash-based signature
method for resource-constrained IoT nodes based on
XMSS and provided software and hardware collaborative
implementation. Song e al'” implemented key generation
on FPGA (Field-Programmable Gate Array) to accelerate
LMS, which supports all parameter sets of LMS. It pro-
vides technical reserve for the large-scale application of
Hash-based signature in IoT devices.

In the other research field of application, Alzubi®
proposed an authentication framework based on combin-
ing the Lamport-Merkle Digital Signature scheme and
blockchain technology to solve the authentication problem
in medical IoT devices. But the research only realizes
“end-to-cloud” authentication in the traditional network
environment. The Merkle signature-based variant used in
this research has the same limitation as to the Merkle sig-
nature. The limitation means that public key can only sign
a finite number of messages. Cho et al® combined the

Hash-based signature mechanism with attribute-based
access control to protect optical network devices in the
SDN environment from malicious device security threats.

These researches attempt to apply the Hash-based
signature technology to the authentication of IoT devices
but only explore the application of one Hash-based sig-
nature technology without considering the advantages of
the Hash-based signature system as a whole, which con-
tains such a variety of technologies. The Hash-based sig-
nature scheme is more compatible with IoT devices than
the traditional signature mechanism from resource con-
sumption. The underlying Hash function between multi-
ple signature schemes is universal, allowing multiple
Hash-based signature schemes to exist in complementary
forms in the same authentication process.

Also, these studies do not consider the impact that
the network environment may have on the authentication
itself. The high bandwidth of 5G can make the time delay
caused by public keys and signatures with larger data
volumes smaller in network transmission. In this case, the
signature algorithm of identity authentication is mainly
limited by the memory size of the IoT devices.

2 Authentication Mechanism for
Accessing Data Networks

2.1 Secondary Authentication

After user equipment completes the identity authen-
tication of the access network, the authentication for ac-
cessing a specific business service is secondary authen-
tication. 5G supports optional secondary authentication
between user devices and external data networks. 3GPP
(Third Generation Partnership Program) standard TS
33.501"" stipulates that the extensible authentication
protocol (EAP) framework specified in RFC3748 should
be applied to secondary authentication between the user
equipment and the DN-AAA (Authentication, Authoriza-
tion, and Accounting in external Data Network) server,
as shown in Fig. 2.

Corresponding to the EAP framework, UE (User
Equipment) is Supplicant, SMF (Session Management
Function) is Authenticator, and DN-AAA is Authentica-
tion Server. In the interaction process of the secondary
authentication protocol, network functions such as RAN
(Radio Access Network), AMF (Access and Mobility
Management Function), and UPF (User Plane Function)
do not parse the specified authentication protocol, and
these network functions only play a bearing role in the
end-to-end authentication process. Before completing the
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secondary authentication, the UE has not really con-
nected with the DN (external Data Network). The inter-
action between them is completely dependent on the
forwarding of the bearer network. With this design sepa-
rating the control plane from the data plane, malicious
devices cannot access the external data network before
completing identity verification, which cuts off the pos-
sibility of malicious traffic affecting the security of the
original devices and services in the DN. Therefore, the
integrity and compatibility design of identity authentica-
tion protocol are essential.

Primary Authentication N8
Secondary Authentication AV ANE AUSE JF]_Vlé > UDM |

DN

Fig.2 Secondary authentication process in 5G

In the 5G SA (Standalone) stage, when the user has no
special requirements for business security and trusts the
operator, the existing authentication protocol can be se-
lected to perform secondary authentication on the device.
Users can also customize the authentication protocol and
algorithms privately, and use security gateway authentica-
tion to achieve the purpose of security enhancement!'".
Authentication protocols are usually designed to assume
that an attacker can have complete control over the traffic
on the network and can participate in the protocol as a le-
gitimate user. Attacks on authentication protocols are
launched in many forms, and the two most commonly used
are message replay attacks and MITM (Man-In-The-Mid-
dle) attacks. The design of the identity authentication pro-
tocol should focus on defending these two attacks.

When IoT devices with different computing capa-
bilities are connected to the 5G network, the UPF estab-
lishes a connection for them to the DN only after the IoT
devices have completed identity authentication. Using
the traditional signature algorithm to authenticate the IoT
devices, the IoT devices with limited computing capa-
bilities may not be configured the secondary authentica-
tion, which will become a breakthrough for malicious
devices to access DN and spread malicious traffic.
Therefore, there is an urgent demand to provide devices
with authentication adapted to their capabilities.

2.2 AKMA (Authentication and Key
Management for Applications) Mechanism
5G introduces a new security mechanism for

large-scale IoT deployment scenarios, AKMA!', a cel-
lular net-based delegated authentication system desig-
nated by the 3GPP. This new bootup architecture en-
hances existing solutions based on the GBA (Generic
Boot Architecture) for 3G and 4G systems. 5G AKMA
functionality does not need additional UE authentication.
It reuses the results of 5G Primary Authentication to
achieve mutual authentication between UE and DN. It
means using the K, . established and stored in the
Authentication Server Function (AUSF) and UE after
successful 5G Primary Authentication to derive the
shared key K, . between the UE and AAnF (AKMA
Anchor Function, a new network function for AKMK).
This mechanism extends the trust relationship between
universal subscriber identity module (USIM) cards and
the operator network to the application layer. It avoids
the security problem caused by key leakage when the
initial key is generated and distributed on a large scale in
the application layer.

Reusing K for AKMA eliminates the need to
run AKMA-specific authentication separately from the

ausf

Primary Authentication. The intermediate key of AKMA
is calculated based on the existing key, which simplifies
the AKMA program, helps reduce signaling, and saves
on communication costs. It does not need to calculate
from CK and IK (keys in EAP-AKA) like GBA, reduc-
ing the calculation cost of key derivation, which in-
creases the range of IoT devices that AKMA functional-
ity can serve.

5G terminals can safely establish or update the
shared application layer key K, with different appli-
cation servers/clouds through 5G AKMA function, de-
rive new secondary service keys based on the key, and
perform corresponding application layer security proc-
essing, establishing a secret key foundation for the secu-
rity protection of new applications.
2.3 Comments

AKMA plays the same role as secondary authenti-
cation in the “UE-to-DN” authentication process. IoT
devices use the derived symmetric key to encrypt com-
munication with the external data network. Meanwhile,
malicious users cannot communicate with the DN be-
cause they do not have this symmetric key. This result
completes the factual authentication. However, AKMA
depends on the specific implementation of the operator,
and there may be an abuse of USIM cards. This practical
problem brings management difficulties. On the other
hand, a unified key deduction process does not provide
differentiated services for IoT devices suited to their
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computing capabilities.
3 Hash-Based Signature Scheme

Different from the traditional signature scheme, this
signature scheme mainly performs the Hash operation.
Its security only depends on the security of the underly-
ing Hash function. This feature is more prominent in
one-time signature technology, which is the cornerstone
of Hash-based signature technology. The Hash-based
signature scheme can be instantiated with any Hash func-
tion meeting the security requirements, which are mainly
focused on the following aspects: preimage resistance,
second preimage resistance, and collision resistance. The
underlying Hash function can be regarded as a block and
replaced without changing the overall structure. In addi-
tion, when a specific Hash function is found to be vul-
nerable, it can be replaced directly. Hash operation and
signature solution are not coupled. This feature elimi-
nates the dependency on multiple security components,
effectively reduces the complexity of implementation,
and provides excellent flexibility to limited IoT devices,
making it easy to deploy widely across [oT devices.

Because of no robust quantum algorithm to attack
the Hash function, the Hash-based signatures are
anti-quantum. The digital signature schemes commonly
used in the existing designs of 5G mobile communica-
tion systems are RSA, DSA, and ECDSA. The security
of these schemes relies on trapdoor one-way functions

based on the hardness of factoring integers or computing
discrete logarithms. With the practical application of
Shor quantum algorithms, these hard problems in num-
ber theory are likely to be solved by quantum computers
in polynomial time. However, most Hash-based signa-
tures are not easily affected by the Shor algorithm. The
most effective quantum attack on the Hash operation is
the Grover algorithm, which provides progressive accel-
eration for brute force cracking of Hash function (in-
cluding collision attack and preimage attack). But the
impact on the security of the Hash function is much
smaller than the impact of the Shor algorithm on prime
factorization and discrete logarithms. The level of time
consumption required to crack them varies between
squares and cubes!"*!.
3.1 Lamport One-Time Signature

In a one-time signature (OTS) scheme, a private key
pair can only be used to sign one message. First, the
signer selects pairs of random numbers as private keys,
in which each unit can be the number of bits output by
the selected Hash function (i.e. 1 unit = 256 bits in
SHA-256) or more. Then the signer calculates the Hash
values of these random number units by the unit as the
public key. To sign a message, the signer reads the mes-
sage “bit-by-bit”, and based on the value of that bit, se-
lects a corresponding position unit from each private key
pair. These selected units are ultimately combined into a
signature of this message. The mechanism of the Lam-
port OTS scheme is shown in Fig. 3.

Message

Fig. 3 One-time signature and signature verification

In this case, the signer needs to sign the message
01101100. If the “0-th” bit of the message is equal to 0,
select the “0-th” unit from sk, sequence as the “0-th” unit
of the signature. If the “1-th” bit of the message is equal
to 1, select the “1-th” unit from sk; sequence as the “1-th”
unit of the signature, and the rest can be done in the same
manner. The verifier can then verify that if the Hash

value of all signature units is equal to the value at the
corresponding position in the public key, based on the
original message. Once the “bit-by-unit” verification
passes, it is proved that the person who signed the mes-
sage is the private key holder. Note that the size of each
color block in Fig. 3 is the number of bits of the Hash
function output value chosen by the signature scheme,
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resulting in a huge signature obtained.

Obviously, the OTS key pair can only be used once.
Because the signature actually exposes half of the private
key pair, and a second signature using the same key ex-
poses more information about the key pair, which gives
an attacker the ability to tamper with the message bits
with the private key unit of complementary bits. This
prevents OTS from being used on a large scale in
real-world scenarios.

3.2 Merkle Tree

The one-time signature was extended by the Merkle
tree scheme. The central idea of this scheme is to com-
bine a large number of one-time public key into a struc-
ture to obtain a value that can represent them. This value
will be considered the public key of the Merkle tree.
Based on a Hash tree structure, each message can be
signed individually using a different OTS private key
pair, up to 2" messages can be signed, where / is the
height of the Merkle tree.

This section refers to the example of the Merkle tree
in Ref. [9] by Cho et al. The Merkle signature process is
shown in Fig. 4.

Merkle Hash tree nodes

pub

eg.
ay=glay|a)

Leafnodes ay=g(pks)

@D P @D @O
SEDEE I E DG NG D

Fig. 4 Merkel tree mechanism

The Merkle tree needs to be fully generated before
it can be used. The leaves are the public keys of one-time
signature arranged in order. The lowest node of the tree
is the Hash value of these leaf nodes, for example
a,, = g(pks) . Each internal node is the Hash value of its
two child nodes joined together, expressed as a, =g
(@ in2p 1 @iryaye1)) » Where g() is a Hash function, || is
connector. The root node pub at the top is the public key
of the Merkle tree, which can be seen as a commitment,
and leaf nodes may be revealed and proven to be part of
this commitment.

When a given message M needs to be signed, the
signer calculates its digest value d=g(M) at first.

Then, the signer selects the unused “i-th” one-time sig-
nature private key sk; to generate a signature o, for this
message digest d, where ie (0,---,2" —1), & is the height
of the tree, each OTS private key pair can only be used
once. The signature result is sign= (i,0,,pk,,Auth,),
including the corresponding OTS public key pk;, and the
verification path Auth;. The verification path Auth; con-
sists of the complementary nodes of all nodes on the path
from the “i-th” leaf node to the root. In the example in
Fig. 4, Auth, ={a,5,a,,,a,} .

Assume that the public key of the Merkle tree pub
has been pre-distributed to the verifier. When the verifier
receives the message M and the signature sign, it verifies
the signature in two steps: Using the OTS public key pk;
to verify the signature o, of the message digest d at first.
If o,is a valid signature of d, calculate the root value by
combining g(pk,)and Auth, When the obtained root
value matches the known public key pub, the signature
sign should be accepted.

Without knowing the OTS private key sk, the
attacker cannot forge the signature o, for the false
message digest d’. The Merkle tree uses one public key
pub to provide legitimacy proof of the 2" one-time
signature public keys pk. The pk should be used to verify
the correspondence between d and o as described in
Section 3.1. It means that the first step cannot be verified
successfully when an attacker does not have the correct
OTS private key. When an attacker decides to forge one
OTS key pair, since pk’ in sign” is provided by the
signer, the o/, will be misled into successful verifica-
tion. However, since pk’ does not participate in the
Merkle tree generation, the verification of the legitimacy
of the OTS public key using pub and Auth; will be failed.
It means that a forged OTS key pair will fail in the sec-
ond step of verification.

3.3 The Proposed Authentication Protocol
Prototype

Assume that there will be ¢ IoT devices in a Data
Network (DN) domain. IoT devices need to generate
Merkle root public keys and use this to create a certifi-
cate. The certificate will be registered and distributed in
a secure communication environment. After the public
key pk, is derived from the IoT device v, the certificate
issuer CA (certification authority) issues the following
equipment certificate cert = (pk,,sign,), where sign =
(i,0TS,(pk,), pk,,Auth,) and ie (0,---,2" —=1). This
certificate is distributed to the IoT device v along with
the public key PKjsgyer-

A Merkle tree with height 4 allows 2" signatures
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to be signed using one Merkle root public key. Since DN
domains typically require more signatures to be gener-
ated than IoT devices, there are h =h, , and
0<t<2". The Hash function g() is determined ac-
cording to the security level of the IoT device.

Assume that a mutual authentication connection
needs to be established between the IoT device v and the
external data network. The proposed authentication pro-

tocols are shown in Fig. 5.
Server

EAP-Start
EAP-Request/Identity
EAP-Response Radius-Access-Request
EAP-Request, Radius-Access-Response,
(Cert,, 1}, sign. (i) (Cert,, 1y, sign, (i)
EAP-Request Radius-Access-Response,

(Cert,, ry, sign,, (7)) (Cett,,, r, sign, (i)

EAP Success Radius-Access-Response

Fig.5 Proposed authentication protocol prototype

They implement the following authentication pro-
tocols:

Step 1  Supplicant— Authenticator: EAP-start

The IoT device initiates the authentication by actively
sending the request information to the Authenticator.

Step 2 Authenticator—Supplicant: Identity re-
quest

The Authenticator requests the identity of the IoT
equipment.

Step 3  Supplicant— Authenticator— Authentica-

tion Server: 1oT device’s identity.

The IoT device responds with its own identity in-
formation. The Authenticator encapsulates it into a Ra-
dius-Access request message and transparently transmits
it to the Authentication Server.

In this paper, the Hash-based signature algorithm is
applied in the EAP framework. If there involves the ne-
gotiation of multiple Hash-based signature algorithms,
the negotiation of the TLS protocol version in EAP-TLS
can be referred. In addition, compared with the stan-
dardized EAP-TLS, this paper temporarily ignores the
encryption algorithm negotiation, compression algorithm
negotiation, etc.

Step 4 Authentication Server — Supplicant

AS (Authentication Server) generates a random
number 7, which is used only once. AS signs 7, with
a one-time signature private key pair, then sends

{cert,,r,sign_(i,)} to the IoT device, where sign,
(i,7)=(i,0TS,(%;),pk,,Auth,) , and i€ (0,---,2" —1).
When the signature verification is successful, the
supplicant authenticates the identity of AS.
Step 5 After successful verification, IoT device v
generates a random number r,. v uses its OTS private
key to sign 7, and send {cert ,r,,sign (j,r)} to AS,

where sign,(j,7,)=(j,0TS,(r,), pk;,Auth;) , and
je(0,--+,2" =1).
Note:

1) pkissuer has been pre-assigned to IoT devices;

2) As cert, corresponds to C, the cert, is issued by
CA, and pkissuer can be used to verify the validity of the
cert,;

3) The public key of the one-time signature will be
validated by the pk. in cert,;

4) Only the person who holds the Lamport OTS pri-
vate key can make the correct signature to 7.

3.4 Security

The security of Hash-based signature schemes has
been widely discussed, and it is obvious when the se-
lected Hash function meets the security requirements.

Digital signature technology is widely used in au-
thentication protocols to prove that the applicant is a pri-
vate key holder in a way that does not expose private key
information. The applicant sends the public key and uses
the private key to sign his identity information to prove
his identity, i.e.,

sign’(Hash(ID),sk), pk (1)
where sign’() is an asymmetric signature scheme, and
Hash() is secure Hash function.

However, this authentication scheme can only be
used once if it were based on stateless signature tech-
nology because anyone intercepting communication
messages can use the same information for authentica-
tion!"*].

In a secure authentication protocol, not only the
signature scheme should be tamper-proof and unforge-
able, but also the design of the protocol should be resis-
tant to replay attacks and man-in-the-middle attacks.
This is also vulnerability in some researches using the
Hash-based signature mechanism to complete authenti-
cation, such as Ref. [15]. Although they use the random
number, token, or other mechanisms to improve the pro-
tocol’s security, there are no research using a formal
method to analyze their security.

Still some studies adopt traditional cryptographic
methods, such as the Diffie-Hellman key exchange pro-
tocol, to support the authentication process in insecure
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channels. To some extent, that will lose the purity of
Hash-based authentication, whose security is mainly
guaranteed by Hash operation. Bellini et a/ avoids this
problem by using a counter in Ref. [14], where the au-
thentication client and server maintain a counting vari-
able, respectively. The message of the client request au-
thentication is

sign’(Hash(ID || counter), sk), pk ()
where the counter is a variable starting from 0 and will
increase after each authentication implementation suc-
cess.

In this paper, the signature scheme adopted in au-
thentication protocol is the primitive OTS combined with
the Merkle tree. Since the Merkle tree is stateful, no ad-
ditional counter is required.

The reason for calling it a prototype is that only by
replacing the sign() (means sign.(), sign,()) function
with a variant of other Hash-based signature schemes,
the performance of the authentication scheme can be
customized. The resource consumption of the authentica-
tion scheme depends on the selected signature algorithm.
With multiple variants of Hash-based signature and their
time-memory tradeoff characteristics, we apply it to the
authentication of IoT devices cluster, which can fine-
grainedly fit their computing and storage capacity.

4 Optimized Signature Technology

Combined with the Merkle tree method, multiple
messages can be signed with a pre-distributed public key,
which reduces the size of Lamport’s one-time signed
public key set and avoids the linear surge of public key
cost. The disadvantage of this approach is that it can
more than double the size of the signature. However,
there are still some other mechanisms for optimizing the
efficiency of signing and key usage.

41 Checksum Mechanism

In the Lamport method, by signing only bits with
the value 1 in the message text, the entire sk private key
string can be completely discarded. That will be halving
the size of the public and private keys. A checksum
mechanism is introduced to avoid the security vulner-
ability that a signature can be forged by deleting several
units in the signature, as shown in Fig. 6.

The checksum represents the number of “0-bit” in
the original message. It is signed like the original mes-
sage. When an attacker tries to modify the signature by
removing a block, it equals an increase of the “0-bit” in

Message Checksum
oit{riof1it{olo —{1}{0}0
Signature

25 81 b5 9d

&) Attacker’s Message
011110/ 1101010

Attacker’s Signature

Checksum

110l
e
B X

Fig. 6 Checksum mechanism

the original message, making the checksum invalid. The
verifier will reject the modified signature.

The tamper-proof of the checksum will be guaran-
teed by the security of the signature mechanism itself.
Suppose the attacker wants to increase the value of the
checksum, it is necessary to convert the “0-bit” to the
“1-bit” in checksum signature, which is impossible for
the attacker who does not have the private key of the
signature.

4.2 Winternitz Method

The core idea of the Winternitz one-time signature
is to sign multiple bits of a message digest using only
one unit of the private key. This mechanism can reduce
the size of the signature to 1/n of the original, at the cost
of an increase in the amount of calculation, where n is
the Winternitz parameter.

Assuming that the one-time signature is signed di-
rectly on the byte, rather than bit-by-bit on the original
message, this reduces the signature size by a factor of 8
(1 byte = 8 bit). The “unit-by-byte” signature does not
map directly like the Lamport signature. Instead, the
same key is iterated repeatedly according to the encoded
value of the byte to generate the required Hash chain.
Only one private key string needs to be stored, to control
the number of times the Hash operation is executed on
the same unit to implement the unit’s signature.

Since the key columns are associated with each
other, that is, sk, = Hash (sk,-;), an attacker can tamper
the signature in the direction of the increment of the byte
block encoded value by doing the Hash function again.
To resist this attack, the signer can calculate the check-
sum of the bytes of the original message and signs the
checksum as well, preventing from signature tampering.

The messages that need to be signed in the authenti-
cation process are usually smaller. This method of in-
creasing the amount of calculation to reduce the signature
size is generally not applied separately to IoT devices.

4.3 Flexibility of Authentication Schemes
In combination with the mechanisms mentioned
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above, some powerful signature schemes have been pro-
posed. XMSS!"® is one of more mature extension
schemes for Merkle signatures. Compared with the
original Merkle signature, XMSS generates smaller sig-
natures at the same level of security. XMSS™', a variant
of XMSS, can be used to sign an almost unlimited num-
ber of messages. Both LMS and XMSS use a variant of
Merkle tree, and Winternitz-OTS. Campos et all'” com-
pared LMS and XMSS in detail on the same hardware
platform Cortex-M4 and found that LMS has better per-
formance. However, XMSS can use various acceleration
schemes!'” to realize key generation and accelerate the
process of signature and verification, thus it has better
flexibility than LMS.

The research on Hash-based signature schemes is
always a tradeoff between signature size, key size, and
running time. As shown in Fig. 7, the signature scheme
that is most suitable for specific IoT device capabilities
can be selected as the basis for identity authentication in
providing adaptive
schemes for IoT device clusters and integrating these
authentication schemes into a unified authentication

these variants, authentication

framework.

Authentication
Protocol

RIPEMD SHA BLAKE KE_(i(()fOAK

60 25 25

Fig. 7 Flexibility of authentication protocols

From top to bottom, the signature protocol in the
authentication protocol can be selected flexibly. Under
SPHANCINS,
XMSS, LMS, etc. can be selected appropriately. The se-
lection is based on computation and memory require-
ments, and the parameters of the selected signature

certain safety strength requirements,

mechanism can also be adjusted. Signature algorithms
between different trust domains can be diverse, but the
determination of the one inter-trust domain authentica-
tion protocol needs to consider the universality.
Moreover, deploying different Hash functions at dif-
ferent security levels in one trust domain, can reduce the

potential security threat posed by a single function.
XMSS supports SHA-256, SHA-512 as Hash functions.
Hash functions of unstandardized signature algorithms
can be customized by users, which increases the potential
for Hash-based signature to be used in complex authenti-
cation systems.

4.4 Efficiency Comparison with Traditional
Protocols

Compared with the traditional RSA and ECDSA
signature scheme, Hash-based signature can provide
more fine-grained adaptation to IoT devices with differ-
ent capabilities, avoiding weak authentication or cancel-
lation of authentication due to insufficient computing ca-
pabilities of IoT devices, and can alleviate the identity
security risk of the IoT cluster under the same slice,
which is caused by the authentication shortboard.

In Ref. [18], the authors implement a signature pro-
tocol based on the classic OTS and Merkle trees.
Through theoretical analysis and experiments on mobile
devices, it is found that Hash-based signature improves
the efficiency of keys generating, the signing and verifi-
cation processes.

In recent years, research on Hash-based signature
technology itself like Ref.[19] has focused on the use of
pseudo- random generators, and the reduce of key size.
The use of multi-trees increases the number of signatures
and reduces the time of generation of signature and veri-
fication keys. For IoT devices with severely limited ca-
pabilities, FPGA can be used additionally to provide
computing capabilities support like Ref. [6].

5 Conclusion

This paper proposes a Hash function-based signa-
ture scheme for the authentication of IoT devices in 5G
environment and analyzes the effect achieved by
Hash-based signature, which has the potential to make
full use of the advantages of the Hash function-based
signature scheme.

At present, it can only determine the variant as the
basis of identity authentication according to whether the
capability of the IoT device meets the existing signature
scheme. The signature implementation process of some
typical variants can be further analyzed to determine
which computations can be offloaded on edge computing
nodes in a 5G environment, providing better support for
devices with limited capabilities. If the Hash operation
is implemented in an infrastructure way to provide ser-
vices for the upper-layer signature and authentication
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applications, the resource consumption of the terminal
device can be further reduced.
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