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Abstract: Through the combination of new energy and Internet 
technology, the Energy Internet deeply integrates various complex 
network systems such as power, transportation and natural gas, 
aiming to change the energy utilization model and promote the 
sustainable development of economy and society. The Energy 
Internet takes the power grid as the “Backbone Network”, inte-
grating the autonomous units of distributed energy, and integrating 
information and energy through the open-peer information and 
energy integration architecture. Information interaction scenarios 
of the Energy Internet information interaction scenarios include 
“human-object”, “human-human” and “object-object”. In this new 
interconnection mechanism environment, the lack of any security 
defenses may leave the Energy Internet exposed to the risk of in-
formation leakage, theft and loss, resulting in immeasurable losses. 
From “human-object”, “object-object” and “human-human” inter-
action scenarios, the paper puts forward fine-grained access con-
trol mechanism, trusted computing environment building in IoT 
devices and trusted communication channel construction, and 
designs a trusted protection architecture for the Energy Internet to 
ensure the data security throughout its life cycle. We verify that the 
proposed architecture can provide trusted environment for the 
Energy Internet. 
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0  Introduction 

In 2011, American scholar Rifkin predicted in the 
The Third Industrial Revolution[1] that the Energy Inter-
net, a new energy utilization system, characterized by the 
in-depth integration of new energy technology and in-
formation technology, is about to emerge. With the atten-
tion of the Chinese government, Rifkin and his Energy 
Internet concept have been widely spread in China. In 
2014, China proposed a long-term strategy for energy 
production and consumption revolution, starting from the 
power system and trying to dominate the layout of the 
global Energy Internet. In 2016, the Global Energy 
Internet Development Cooperation Organization, exclu-
sively initiated by State Grid, was announced. This or-
ganization is the first international organization initiated 
and established by China in the energy field, and it is 
also the first cooperation and coordination organization 
of the global Energy Internet. 

The Energy Internet, comprehensively using ad-
vanced power electronic technology, information proc-
essing technology, Internet technology and other new 
technologies, consists of a large number of distributed 
energy harvesting devices, distributed energy storage 
devices and various new power networks, natural gas 
networks, oil networks and other energy sources. 
Autonomous units are interconnected to build a two-way 
energy exchange and information sharing network. The 
concept of the Energy Internet is proposed to realize the 
interconnection of the network under the energy produc-
tion system. The focus is on modern communication 
technology to interconnect the energy and power systems 
and change the way of energy exchange and data ex-
change. According to Professor Junwei Cao in Tsinghua 
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University, the Energy Internet is a combination of 
Internet technology, renewable energy technology and 
modern power systems, and it is an inevitable trend for 
the integration and development of information technol-
ogy and energy power technology[2]. Therefore, if the 
power system network is reconstructed based on the 
principles of openness, interconnection, reciprocity, and 
sharing, the security of the power grid and the efficiency 
of power production can be significantly improved, and 
the information sharing and data processing capabilities 
of the Energy Internet can be significantly improved. 

As a key information infrastructure related to the 
national economy and people’s livelihood, once the En-
ergy Internet is damaged, data leakage or loss of function 
will seriously threaten national security and public inter-
ests, therefore, it is important to study the trusted protec-
tion architecture of the Energy Internet to ensure the 
smooth and reliable operation of the Energy Internet. 

1  Related Work 

In December 2008, the German Federal Ministry of 
Economics and Technology launched a technological 
innovation promotion plan to build a future energy sys-
tem based on information and communication technol-
ogy, and began to develop and test the core technology of 
the Energy Internet. In 2011, Europe launched the future 
smart Energy Internet project. The project aimed to build 
an information and communication technology platform 
for the future Energy Internet, support the intelligence of 
the power distribution system, and develop new innova-
tive services[3]. The Energy Office of the Swiss Federal 
Government and the industry sector jointly initiated a 
research project “looking forward to the energy network 
of the future”[4], which aims to study the utilization of 
multi-energy transmission systems, the conversion and 
storage of distributed energy, and the development of 
corresponding systems’ simulation analysis models and 
software tools. The future renewable power transmission 
and management system of the national science founda-
tion of the United States proposed a high-efficiency 
power distribution system that adapts to high-penetration 
distributed renewable energy power generation and dis-
tributed energy storage grid connection, which is called 
the Energy Internet[5]. In 2014, Liu Zhenya, chairman of 
the state grid corporation of China, proposed to build a 
global Energy Internet at the IEEE conference in the 
United States. Beijing Electric Power Company takes the 
lead in undertaking research projects such as “Key Tech-

nologies for AC/DC Hybrid Distribution Networks”, the 
863 Project of the Ministry of Science and Technology, 
and is the first to carry out urban Energy Internet tech-
nology research and applications. 

In the Energy Internet, the Internet of Things is the 
foundation, so the security and interaction of the Energy 
Internet are also guaranteed by the related technologies 
of the Internet of Things. The United States is the first 
country to implement hierarchical protection. It puts 
forward a security scheme between sensitive non-secret 
networks in its Multi-level Information System Security 
Plan (MISSI). MISSI aims at the secure transmission of 
multi-level interconnection. However, at present, the ac-
cess control requirements and security requirements of 
multi-level interconnected systems are not specific. Xie 
et al[6] proposed a supported distributed authentication 
protocol to enhance the trust relationship between self- 
organizing hosts. In addition, an effective secure routing 
protocol is also discussed to protect the multi-hop rout-
ing of Internet and self-organizing communications. In 
order to reduce the design complexity and development 
cost of the application software of the Internet of Things, 
Xie et al[7] proposed a connection mechanism which can 
match and establish the connection between any two 
sensor/actuator elements according to the need. Taking 
the power grid as an example, the Energy Internet is 
composed of the power network as the backbone and the 
local area network of autonomous units, in which the 
communication of each local area network needs credi-
ble protection. He et al[8] proposed a new dynamic secu-
rity interconnection mechanism, which isolates cloud 
computing systems into multiple dynamic virtual trust 
zones and implements different security policies for dif-
ferent customers to enhance the security of interaction. 
Suzuki et al[9] proposed a new software virtualization 
architecture for controlling hosts to connect devices dis-
tributed in Ethernet. It virtualizes remote devices that 
communicate through the host’s standard network inter-
face card into devices contained in the host’s device tree. 
All kinds of computers, from handheld to rack, can con-
trol the equipment of remote local area network by in-
stalling relevant software. Hector et al[10] proposed a 
framework that integrates wireless sensor networks, 
Internet of Things platform and interactive applications, 
which makes the interaction between devices more reli-
able. Li[11] proposed to establish a directory protocol to 
solve the resource sharing and open system interconnec-
tion of the Internet of Things. Jia et al[12] put forward a 
SCOR (Supply Chain Operations Reference) model to 
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promote the secure interconnection of the Energy Inter-
net terminal entities by formulating countermeasures for 
energy production, transmission, consumption and other 
links. Ji et al[13] established a unified communication 
model of industrial Ethernet and Internet of Things from 
the network layer, and realized the integration of indus-
trial network and Internet of Things. The access control 
requirements of multi-level interconnected systems 
clearly point out in the “Design Requirements”: “main-
tain the consistency of security elements such as user 
identity, subject and object tags, access control policies, 
and secure the inter-operation and data exchange be-
tween interconnected systems”. Lin et al[14] paid atten-
tion to the security of terminal devices entering the net-
work, designed an access authentication protocol based 
on trusted computing, gave a specific authentication 
method for trusted devices to access the network, and 
used predicate logic to prove the security of the protocol 
to ensure the security and credibility of the access au-
thentication process. Yang et al[15] proposed a secure ac-
cess scheme for mobile terminals in cloud environment. 
The scheme fully considers the application background 
of mobile cloud computing, and uses ARM TrustZone 
hardware isolation technology to build a trusted mobile 
terminal to protect the cloud service client and the safe 
execution of security-sensitive operations on the mobile 
terminal. Zhao et al[16] put forward a research and im-
plementation scheme of secure startup mechanism of 
embedded system based on trusted computing technol-
ogy. Under the premise of the existing hardware archi-
tecture of mobile devices, an external trusted platform 
module is constructed by using secure TF card, which 
forms a complete trust chain from Bootloader to upper 
application programs and effectively ensures that the 
integrity of the terminal will not be destroyed. Zhang et 
al[17] proposed a trusted access authentication protocol 
for mobile terminals in the context of the Internet of 
Things. The authentication between the mobile sink node 
and the sensor node does not need the participation of the 
base station, and the key agreement and authentication 
are completed between the sensor node and the mobile 
node. During authentication, the anonymity of the mo-
bile node is realized by using the pre-stored Kana and the 
corresponding public and private keys in the mobile node, 
and the security proof is given under the CK 
(Canetti-Krawczyk) model. The research of security 
early warning technology and visualization technology is 
also an important part of power grid security situation 
awareness research. Xu et al[18] proposed flexible DC 

interconnection for the Energy Internet, and constructed 
an AC/DC hybrid urban distribution network interconnec-
tion architecture with AC transformer as the core and DC 
bus as the framework. This scheme is guided by the goals 
and characteristics of the Energy Internet, that is, it meets 
the requirements of the Energy Internet and has the ability 
to analyze the security situation of the Energy Internet. 

At present, a large number of technical applications 

such as intelligent measurement and control, protection 

devices and Internet of Things protocols are widely used 

in the Energy Internet, carrying a large number of core 

services of the energy interconnection system. Security 

protection adopts the inspection technology based on 

known “characteristics” represented by virus detection 

and intrusion detection, which cannot adapt to tens of 

thousands of virus Trojans and cannot resist the emerg-

ing unknown malicious code. And there are some prob-

lems, such as low efficiency, high consumption of sys-

tem resources, great restriction on business functions and 

so on. Trusted computing aims at security and controlla-

bility and has the active defense capability against un-

known malicious code attacks. The integration of this 

new technology into the energy interconnection system 

can scientifically and effectively improve the panoramic 

security defense capability of the Energy Internet. 

2  Security Problem 

The Energy Internet takes power as the core, but 
also emphasizes the integration and interconnection of 
multiple types of networks. It needs to break the isolation 
between different types of energy, so as to achieve the 
comprehensive coordination and optimization of multi-
ple types of energy, and give users more options in en-
ergy terminals. In the process of promoting the Energy 
Internet, the development of information covers three 
information interaction scenarios: “human-thing”, 
“thing-thing” and “human-human”. Energy interconnec-
tion is a variety of energy physical interconnection net-
work with power system as the core hub and the Internet 
of Things as its basis. With advanced sensors, control 
and software applications, we connect hundreds of mil-
lions of equipments, machines and systems of energy 
production end, energy transmission end and energy 
consumption end, forming its “foundation of Internet of 
Things”. The lack of the defense in any link may bring 
huge information leakage, theft and loss, and cause im-
measurable losses. 
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In the scenario of “human-object” connectivity, the 
main security threat comes from illegal users invading 
the energy interconnected systems through the network, 
and the safe and independent operating environment of 
the energy ecosystem depends on the access control 
mechanism. The elements of energy and Internet data 
subjects gradually tend to be multi-source, heterogene-
ous and dynamic. The traditional access control strategy 
fails to control the evolution process of data being empty 
at any time, which is easy to cause improper authoriza-
tion and other problems. Common intrusion attacks in-
clude detection attacks, denial-of-service attacks, unau-
thorized access, network listening, resulting to major 
security events like theft, tampering and loss of data. 

In the scene of the “object-object” interconnection, 
thousands of terminal devices are connected to the en-
ergy Internet of things. Mass Internet of Things sensing 
nodes collect data and transmit it to the data center 
through the network for data processing and storage, 
and a security flaw in either of them can cause damage 
to the entire security system. For example, in the per-
ceptual layer, perceptual nodes are easy to be eaves-
dropped, controlled and disguised. In the network layer, 
networks also face the security problems of traditional 
networks, including illegal access to the networks, 
misconduct of confidentiality, integrity destruction, and 
denial of service attacks, middleman attacks, and virus  
 

intrusion. 
In the scenario of “human-human” interconnection, 

multi-entity heterogeneous data collaboration can sig-
nificantly improve the ability of data processing and op-
eration. However, during the cloud environment data 
sharing process, data abuse problems may occur when 
sharing data with external business objects. A variety of 
energy sources need cross-domain interaction and col-
laborative scheduling. The traditional authentication 
mechanism such as key and password depends on the 
confidentiality of authentication information, and is vul-
nerable to imitation attack and middleman attack. In col-
laborative computing, data faces a serious threat of 
leakage and loss. 

3  Trusted Protection Architecture 

According to the different interaction objects, the 
Energy Internet trusted protection architecture takes three 
information interaction scenarios into consideration, in-
cluding “human-thing”, “thing-thing” and “human-hu- 
man”. This architecture proposes fine-grained access con-
trol mechanism, things basic trusted interconnection sys-
tem and trusted communication channel construction to 
ensure the independent operation environment and its in-
ternal reliable interaction model. The Energy Internet 
trusted protection architecture is shown in Fig. 1. 

 

 

 
Fig. 1  Energy Internet trusted protection architecture diagram 
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1) Fine-grained access control mechanism 

In the scenario of “human-object” interconnection, the 

main threat to the Energy Internet security comes from 

unauthorized access into the Energy Internet through 

illegal means of attempted intrusion, camouflage attack, 

and infiltration of security control system. However, as 

the data subject gradually tend to be multi-source, isom-

erized and dynamic, the traditional access control strat-

egy fails to control its evolution process, which is prone 

to illegal authorization. 
The proposed method can get access control rules in 

the data, and store the access control rule in trusted 
hardware. The access control mechanism is built on 
trusted computing, which provides data signature, en-
cryption operation, authentication request, behavior audit 
and other services for access control, to comprehensively 
guarantee the trust of access control, and to provide the 
fine-grained access control ability. 

2) Internet of Things basic trusted interconnection 

system 
In the scene of “object-object” interconnection, the 

deployed terminal equipment in the energy interconnec-
tion system has large volume, variety and complex 
structure. However, the external environment cannot ef-
fectively guarantee the reliable work of equipment. Per-
ceptual nodes are prone to eavesdropping or control, and 
illegal network access causes data damage and integrity 
damage. The trusted interconnection system of the En-
ergy Internet applies trusted computing to give the Inter-
net of Things foundation trusted startup, trusted measure 
and safe storage capabilities, guaranteeing a reliable 
computing environment for the terminal equipment. 

3) Trusted communication channel construction 

In the scene of “human-human” interconnection, 

trusted communication channel is designed for data theft 

and privacy leakage in the Energy Internet, so as to real-

ize trusted user identity authentication and efficient data 

collaborative use in the cloud environment. Big data 

analysis technology is an important method to depict 

user identity through rich identity characterization attri-

butions and construct an attribution collection. The attri-

bution collection can be employed to complete identity 

authentication in different application scenarios and re-

alize “human-human” interconnection user authentica-

tion. In the Energy Internet data sharing process, trusted 

hardware platform can selectively limit user rights to 

special functions, effectively preventing cloud data 

leakage and misuse. 

 

4  Experiment and Analysis 

4.1  Test Environment 
An access control system is designed for the “hu-

man-object” interconnection in the Energy Internet. The 
access control system is developed in Java language, the 
development tool is eclipse IDE for Java EE developers 
(64 bit) 4.5.1, the development environment is Java de-
velopment kit 8, and the running environment is Java se 
runtime environment 64 bit. The experimental test of the 
prototype system of the trusted Energy Internet access 
control model contains four hosts, including three trusted 
terminals for the Energy Internet access, one as the secu-
rity authentication center, one as trusted authorization 
center, and one as the trusted server and storage device. 
A local area network is formed by connecting a network 
cable and a switch. 

For the “object-object” interconnection in the En-
ergy Internet of Things, a trusted startup platform based 
on embedded devices is designed. The trusted startup test 
platform is an embedded device using Linux system. On 
the premise of satisfying the expansibility, we choose 
zynqax7020 development board (built-in security chip) 
as the main control module of mobile terminal entity. 
Zynq7020 development board is equipped with Linux 
operating system, and the security chip can support many 
cryptographic algorithms. By encapsulating the access 
interface of the security chip on the development board, 
we can get the interface package that can be directly 
called by the upper layer. Finally, it realizes the functions 
of simulated trusted root device management, crypto-
graphic algorithm call, remote authentication and so on; 
In terms of chip secure storage, one is to protect the 
symmetric key with the user’s private key, encrypt and 
store it in the secure area of the secure chip, and only 
legitimate users can access the symmetric key file and 
decrypt it; The other is to realize the corresponding in-
terface and encrypt and decrypt the file data by using the 
compiled cryptographic algorithm. 
4.2  System Function Test 

Aiming at the problems existing in the original En-
ergy Internet access scenario, the following three risk 
scenarios are designed for the trusted Energy Internet 
access prototype system, the security access control 
function is verified, and the control effect of the system 
is recorded. The contents and results of security access 
control function tests are shown in Table 1. 
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Table 1  Security access control function test 

 
Test content Test method Times Result 

The user connection timeout The user tried to access the Energy 
Internet system outside the login time

30 The user’s trust level was reduced, the access 
security level was reduced, and the scope of 

authority was reduced 

Abnormal terminal  
environment 

Download the virus file, and the ter-
minal protection software will check 

and record it 

30 The system has been successfully detected, the 
access security level has been reduced, and the 

scope of authority has been reduced 

Terminal integrity failure Delete system authorization  
driver file 

30 Platform integrity authentication failed, and 
user access failed 

 
It can be seen from Table 1 that the system can sen-

sitively detect the changes of user and terminal attributes 
in access control, and adjust the permissions according to 
different attribute changes, which has a good perform-
ance in the secure access control of the trusted Energy 
Internet. 

The specific implementation of trusted launch of the 
Energy Internet of Things foundation includes the fol-
lowing four parts: 

1) By setting the prompt code in the uboot source 
code, observe the execution of the code when the system 
is started from the serial port, and extract the information 
shown in Fig. 2. 
 

 
 

Fig. 2  Uboot startup information 
 

As is shown in Fig. 2, the total length of the kernel 
file uimage is 4 258 896 bit, including 64 bit header in-
formation for parsing. The actual length is 4 258 832 bit, 
and the loading address in the memory (DDR3) is 0x00 
008000-0x00417c10. 

2)  Insert the test code into the uboot source code. 
After the kernel is loaded, directly read the data of the 
kernel loading address to obtain part of the kernel data 
(64 bit). Part of the data in the kernel is shown in the Fig. 
3. Compared with the information in the uimage file, the 
results are consistent, and the result of comparison is 
shown in Fig. 4. 

 
 

Fig. 3  Reading 64 bit data 
 

  
Fig. 4  Uimage actual data 

 
3) Add the calling interface of the SM3 algorithm IP 

core to the uboot source code to hash the obtained 64 bit 
data:figure hash results of some kernel data. 

4) On this basis, the integrity measurement is veri-
fied. The general situation is as follows: expand the read 
address length to the length of kernel data, extract and 
hash the whole kernel data. The hash results are shown in 
Fig. 5. The results obtained from multiple starts are con-
sistent. 
 

 
 

Fig. 5  Hash results of complete kernel data 
  

Based on the above experimental results, the integ-
rity measurement of the kernel and device tree is realized. 
In order to ensure the security of the data and avoid dis-
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appearance after power failure, the hash value is en-
crypted with PUF (Physically Unclonable Function) key 
and stored in flash. Each time the system starts, the PUF 
key is reconstructed, and then the encrypted data is de-
crypted and compared with the newly obtained integrity 
measurement value. The system can be started success-
fully only when it is the same. 
4.3  System Performance Test 

In order to verify the function realization effect of 
the prototype system of the trusted Energy Internet ac-
cess control model, the performance test is carried out on 
the main functions in the process of legal users accessing 
the Energy Internet to access resources. The test results 

are shown in Table 2. 
By testing on the embedded development board, the 

trusted startup can be realized, and MLO (MyLifeOr-
ganized) and uboot can be obtained by using the SHA-1 
computing engine of TPM (Trusted Platform Module). 
According to the boot sequence, the component meas-
ures the boot loader before transferring the control right. 
Table 3 is the time test during the startup process. The 
code in the actual ROM (Read-Only Memory) is less 
than 32 Kb, but the specific size is unknown. The ROM 
code is taken as the trust root, so the ROM code is not 
measured. The results of trusted startup performance test 
of the Energy Internet are shown in Table 3. 

 

Table 2  Energy Internet access control performance test 
 

Test content Test method Times Result 

User authentication After the user enters the user name and password, 
the security authentication center completes the 
Energy Internet identity authentication (ignoring 

the user input time) 

60 There is no abnormality, the response 
time is between 0.15 s-0.29 s, and the 

average response time is 0.20 s 

Device attribute and 
integrity information 

collection 

Delete system authorization driver file 60 Collect terminal attribute and integ-
rity information during user login 

authentication 

Energy Internet resource 
access request 

The user refreshes the resource request list and gets 
the response from the trusted server 

60 There is no abnormality. The response 
time is between 0.22 s-0.61 s, and the 

average response time is 0.41 s 

Energy Internet resource 
operation 

Test the function of users using the terminal to 
upload and download Energy Internet data 

60 No abnormality 

 

Table 3  Energy Internet trusted boot performance test 
 

Running program Data size Test time 

Runtime of ROM code ≤32.0 Kb(+8.0 Kb) 10.8 ms 

MLO measurement comparison time + MLO unsealing and running time 77 Kb(+7.9 Kb) 92.4 ms 

For uboot Bin measurement comparison Hash value time + unpack and run 

uboot Bin time 361 Kb 304.5 ms 

Comparison time of kernel measurement + unpacking and running time of 

Linux kernel 3.6 Mb 2 732.2 ms 

Measure the comparison time of kernel parameters + unpacking and run-

ning time of kernel parameters 2 Mb 1 821.1 ms 

Comparison time of root file system measurement + unpacking and running 

time of root file system 7.15 Mb 5 463.3 ms 

Total ≤13 Mb ≤10.5 s 
    

 

5  Conclusion 

At present, the development prospect of the Energy 

Internet is huge, but it faces a quite grim security situa-

tion. The existing security protection methods lack the 

overall consideration of energy and Internet security, so 

it is difficult to resist new attacks. These methods have 
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some limits, such as low efficiency, large resource con-

sumption and great constraints on business functions. 

According to the different interaction objects, from three 

information interaction scenarios of “human-object”, 

“object-object” and “human-human”, we design the En-

ergy Internet trusted protection architecture and propose 

the fine-grained access control mechanism, things basic 

trusted interconnection system and trusted communica-

tion channel construction, providing a new view to en-

sure the Energy Internet security. Through a wide test, 

we verify that the proposed architecture can provide a 

trusted environment for the Energy Internet from multi-

ple interaction scenarios. 
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