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Abstract: Ciphertext-policy attribute-based encryption (CP-ABE) is widely employed for secure data sharing and access control. How‐
ever, its dependence on a single authority introduces security and performance challenges. Despite the existence of multi-authority CP-
ABE approaches, persistent issues such as single points of failure and high computation cost on the user side remain. This study proposes a 
novel solution named blockchain-based and decentralized attribute-based encryption (BDAE) for data sharing. BDAE enhances traditional 
scheme by integrating blockchain and distributed key generation technology. The scheme employs an (n, t) threshold secret sharing algo‐
rithm, coupled with the Pedersen verifiable secret sharing method, for attribute key generation. This combination ensures key credibility, 
facilitates joint attribute management, and addresses single bottleneck and key verification issues. Integrated into a blockchain system, the 
scheme utilizes smart contracts for fine-grained access control and outsourced computing. Blockchain 􀆳s decentralization and access logs 
make data sharing tamper-resistant and auditable. Moreover, simulation comparisons demonstrate that the scheme effectively reduces de‐
cryption overhead on the user side, meeting practical application requirements.
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0　Introduction

With the continuous development of internet tech‐

nology and technological innovation, cloud computing 

has revolutionized data sharing by providing extensive 

storage and management services to individuals and vari‐

ous industries. Despite its convenience, data sharing 

through cloud computing poses numerous security is‐

sues[1, 2]. One of the main issues is the lack of trust that 

users have in cloud service providers. These providers 

are vulnerable to external attacks from adversaries and 
internal threats posed by malicious employees, posing 
significant data security risks to data sharing. To address 
these challenges, cryptographic access control schemes 
such as Attribute-Based Encryption (ABE) and block‐
chain technology have emerged. Initially proposed by 
Bethencourt et al[3], the ciphertext-policy attribute-based 
encryption (CP-ABE) scheme maps user attributes and 
access policies into an access structure, allowing spe‐
cific users who meet the access structure criteria to de‐
crypt data. This feature aligns well with the require‐
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ments of data access control in cloud environments. Sub‐
sequently, researchers have proposed various data shar‐
ing solutions by applying this algorithm in different do‐
mains. However, many existing schemes[4-6] suffer from 
the issue of excessive authority and a single point of 
bottleneck, where all parties are compelled to trust a 
single attribute authority. This vulnerability can lead to 
single points of failure and performance bottlenecks. In 
practical applications, attributes are typically managed 
in a distributed manner by different institutions. To solve 
this issue, Chase et al[7,8] introduced the first multi-
authority ABE scheme. This scheme manages multiple 
unrelated attribute domains through different authorities, 
facilitating the distribution of user attributes across mul‐
tiple management institutions. Subsequently, several ex‐
tension schemes[9-12] were proposed. However, they still 
face the challenge of a single point of bottleneck. If one 
institution goes down or fails, all attributes managed by 
that institution become invalid. Li et al[13] proposed a 
TMACS (threshold multi-authority access control) 
scheme that leverages threshold secret sharing algo‐
rithms to achieve joint attribute management, thus ad‐
dressing the single point of bottleneck issue and enhanc‐
ing system robustness. However, this scheme requires 
users to communicate with multiple institutions, which 
increases the communication costs.

Qin et al[14] suggested using blockchain and smart 
contracts to connect users and attribute authorities 
(AAs), reducing user-side computational costs. How‐
ever, key verification is lacking during attribute key gen‐
eration, compromising key security and reliability.

To address the challenges associated with cross-
domain collaboration among multiple authorities and 
mitigate single points of failure, this paper introduces 
BDAE—a blockchain-based and decentralized attribute-
based encryption access control scheme. By utilizing 
smart contracts, BDAE establishes mutual trust among 
various authority institutions. Collaborative computation 
of attribute sub-tokens facilitates the generation of de‐
cryption tokens for users, enabling decentralized data ac‐
cess control. Additionally, blockchain technology en‐
sures trustworthy and tamper-resistant access logs, al‐
lowing data owners to monitor user access behavior 
seamlessly. In summary, our contributions can be sum‐
marized as follows:

1) Proposal of BDAE, a decentralized access con‐
trol scheme based on Hyperledger Fabric[15] and distrib‐
uted key generation. This approach ensures trusted key 

management, addressing the single point of bottleneck 
and key verification issues.

2) Utilization of smart contracts and blockchain 􀆳 s 
identity management features to enable the distributed is‐
suance of attribute certificates for users, providing fine-
grained data access control and sharing solutions.

3) Exploitation of the decentralized and auditable 
nature of blockchain technology, ensuring tamper-
resistant data sharing processes and enhancing overall 
security and reliability.

4) Comprehensive analysis of the system􀆳s function‐
alities and performance, demonstrating that the scheme 
reduces decryption overhead on the user side without 
compromising privacy, thereby meeting the require‐
ments of practical applications.

1　Overview

1.1　System Model

As illustrated in Fig. 1, the system comprises five 
distinct entities and a blockchain network, including 
multiple Certificate Authorities (CAs), multiple AAs, 
Data Owner (DO), Data User (DU), the Interplanetary 
File System (IPFS) for data storage, and a peer-to-peer 
blockchain network.

CAs: The blockchain network adopts a distributed 
architecture with multiple organizations, each equipped 
with a CA. The CA is responsible for issuing attribute 
certificates to members within the organization, such as 
users and AAs, and generating network identity creden‐
tials for them. It is important to note that the CA does 
not participate in the generation of attribute keys for us‐
ers and AAs.

AAs: They are responsible for attribute manage‐
ment and attribute key generation. Users can request at‐
tribute tokens from AAs based on the attributes carried 
by their certificates. In contrast to traditional multi-
authority CP-ABE systems, we optimized the expression 
strategy for attributes and each attribute name possesses 
multiple attribute values, which are jointly managed by 
multiple authorities. This creates a many-to-many map‐
ping relationship between attribute sets and authorities. 
The attribute management model is illustrated as Fig. 2.

IPFS: IPFS[16] is a content-addressable and peer-to-
peer hypermedia distribution protocol that aims to create 
a persistent and distributed storage and file sharing net‐
work. Nodes in the IPFS network collectively form a dis‐
tributed file system. IPFS is a replacement for traditional 
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cloud service providers and provides data storage ser‐
vices for data owners in the system, and users can re‐
trieve files from the network using only the Content 
Identifier (CID).

DO: To enhance data encryption efficiency, all DOs 
should encrypt the original data using symmetric encryp‐
tion algorithms such as AES, DES, etc., before upload‐
ing files to IPFS. Subsequently, the data access policy is 
defined, and the symmetric encryption key is encrypted 
using attribute-based encryption algorithms. Finally, 
CID and the encrypted key are uploaded to the block‐

chain.
DU: By applying for identity credentials from the 

CA, each user obtains a certificate with globally unique 
ID, referred to as globally unique identity (GID). All us‐
ers can download ciphertext from IPFS freely, but only 
those who meet the access policy can obtain decryption 
tokens through attributes in certificates, thereby complet‐
ing data decryption.

Blockchain: The blockchain provides a decentral‐
ized, tamper-resistant, and cross-domain collaborative 
data interaction platform. Communication between all 
entities is carried out through the blockchain network. 
The blockchain ledger stores the publicly initialized pa‐
rameters and metadata, ensuring data audibility and reli‐
ability.

1.2　Workflow

The workflow of the system comprises five differ‐
ent stages: Certificate Generation, System Initialization, 
Encrypt, Token Generation, and Decrypt. As illustrated 
in Fig. 3, each stage is represented by a different color.

① Certificate Generation: The system employs 
collaborative network topology across various organiza‐
tions and domains. Fabric CA issues certificates to mem‐
bers of each organization. Administrators within each or‐
ganization submit registration requests, and Fabric CA 

Fig. 1　Blockchain-based multi-authority access control system model

Fig. 2　Attribute management model
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processes these requests to generate certificates with a 
GID and associated attributes. These certificates serve as 
the sole access tokens for members to engage with the 
blockchain network. Fabric CA can also invalidate cer‐
tificates upon request or in case of user violations.

② System Initialization: As depicted below, sys‐

tem initialization consists of three steps.

1)　GlobalSetUp(λ)→GP

λ is a safe parameter for determining the size of a fi‐

nite group. The system administrator runs initialization 

algorithm to generate the global parameter GP. Subse‐

quently, customized attribute management policies for 

authorities are formulated and then uploaded to the 

blockchain. In the real life, an attribute usually has mul‐

tiple attribute values. For example, a person 􀆳s work de‐

partment can be production, sales, or logistics. In order 

to facilitate the management of attributes, this paper de‐

signs a convenient data structure to store policies. These 

policies follow the format depicted in Fig. 4, for ex‐

ample, the attribute name Wi has k attribute values, 

which are jointly managed by ni AAs, and the key recon‐

struction threshold is ti.

2)　AASetUp (GP, AID)→(AA)

Each AA retrieves the GP from the blockchain and 

employs it alongside its authority GID to execute the al‐

gorithm, thus formally initializing itself as an authority 

entity.

3)　KeyNegotiate (AMP)→({subPK},{subSK})

All AAs, upon acquiring the all AMPs from the 

blockchain, conduct key negotiation based on the poli‐

cies. The negotiated keys serve as private keys for attri‐

butes under their management domain, and the corre‐

sponding sub-public keys are uploaded to the blockchain.

4)　KeyGenerate({subPK})→(GPK)

The smart contract is responsible for gathering sub-

public keys from various authorities on-chain. Subse‐

quently, the system administrator merges the set of sub-

public keys {subSK} off-chain to generate the global 

public key GPK, which is then uploaded to the block‐
chain.

Fig. 3　Procedure flow of the system mode

Fig. 4　An instance of attribute management policy
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③Encryption: After retrieving GP and GPK from 
the blockchain, the data owner encrypts his data and up‐
loads the ciphertext to IPFS. The metadata MD is also 
uploaded to the blockchain and stored in JSON format 
as shown in Fig. 5. The index of the ciphertext in IPFS 
is represented by CIDIPFS, serving as the sole proof of the 
ciphertext􀆳s retrieval.

1) SymEncryption(M)→CT
Due to the complexity of operations like pairings in 

ABE, efficiency is lower compared to symmetric encryp‐
tion. To ensure efficient data encryption, a hybrid en‐
cryption approach is adopted, and the ciphertext CT is 
uploaded to IPFS.
2) Encrypt (K, (A, ρ), GP, GPK)→CTKEY

Data owner executes this algorithm, inputting the 
symmetric encryption key K, access structure (A, ρ), 
global parameter GP, and global public key GPK to gen‐
erate the key ciphertext CTKEY.

④ Token Generation: To decrypt data, user ac‐
cesses the blockchain network for a decryption token. 
The smart contract identifies user attributes from his cer‐
tificate, triggering relevant events and sending token 
generation requests to respective authorities according to 
the attribute management policy. Multiple authorities 
monitor and respond by sending sub-tokens to the user.
  SubTokenGen(g1

R, subSK, GP, GID)→(subTK)
The algorithm is executed off-chain by multiple 

AAs. Differing from traditional multi-authority CP-ABE 
schemes where attribute sub-keys are directly distributed 
to users by authorities, our proposed method transmits 
sub-keys to users through the blockchain network. Users 
are required to provide the blinding factor g1

R, R∈p to 
prevent attribute sub-keys leakage. Once obtaining the 
user 􀆳s GID, the authority uses its subSK to generate an 
attribute sub-token subTK which is then transmitted to 
the blockchain.

⑤Decryption: To generate an attribute token, the 
data user needs to merge sub-tokens for the same attri‐
bute name retrieved them from the blockchain. Then 

user can decrypt the key ciphertext CTKEY and ultimately 
decrypt the ciphertext CT obtained from IPFS using a 
decryption algorithm.
1) TokenGen({subTK})→(AT)

This algorithm is executed by users to merge sub-
token set for the same attribute, generating an attribute 
token AT corresponding to the set.
2) Decrypt({AT}, CTKEY, R, GP)→(KEY)

The algorithm takes the token set {AT} correspond‐
ing to the data user 􀆳 s attribute set, the key ciphertext 
CTKEY, and the global parameter GP as input. It then de‐
rives the symmetric key KEY used for decrypting the 
original data􀆳s ciphertext.

2　Data Sharing Scheme

We introduce a blockchain-based scheme designed 
to facilitate communication among multiple AAs, 
streamlining cross-domain attribute management 
through the use of smart contracts. Users exclusively in‐
teract with the blockchain, simplifying communication 
complexities. On the blockchain, three distinct smart 
contracts operate in separate channels—Attribute Man‐
agement Contract (AMC), Key Management Contract 
(KMC), and Metadata Management Contract (DMC)—
ensuring data isolation and enhancing security. Off the 
blockchain, the key negotiation function addresses the 
single-point bottlenecks found in traditional schemes. 
Below, we present a detailed data access control scheme.

2.1　System Initialization

GlobalSetUp: The administrator selects cyclic 
groups G1, G2, and GT of order p. A bilinear mapping e: 
G1 × G2 → GT and a Hash function: H {0,1}⃰→G are de‐
fined. The Hash function maps GID to G elements. The 
resulting global parameters, GP= (p, g1, g2, gT, H), are es‐
tablished. Then the system administrator defines attri‐
bute management policies, uploading them to the block‐
chain using smart contract AMC.

AASetUp: Upon obtaining the global parameters 
GP from the blockchain, each attribute authority AA ini‐
tializes an attribute authority instance using its own 
GID. This step prepares for generating attribute key SK 
in subsequent stages.

KeyNegotiate: During initialization, AAs get attri‐
bute management policies from the blockchain and nego‐
tiate keys off-chain based on the policy. We upgraded 
the traditional secret sharing scheme[17]  with a Pedersen-
based verifiable method[18], significantly boosting secu‐

Fig. 5　An instance of meta data
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rity compared to previous approaches[13,14]. This ensures 
both decentralization and verification, preventing any 
single authority from possessing the master keys and 
avoiding the scenario where other authorities receive 
fragments of incorrect keys. Importantly, in achieving 
information-theoretic security, the scheme has an infor‐
mation rate of 1, surpassing Pedersen􀆳s 1/2. The process 
involves four stages:
1) Sub-share generation

For each attribute value, key negotiation is con‐
ducted among cooperating AAs. Assuming attribute 
value Vi1 under attribute Wi is managed by {AA1, AA2,…, 
AAni

}, each AAk ,k∈{1,2,…,ni}selects two random num‐
bers αi , βi ∈p as their sub-secrets. Then they respec‐
tively generate two polynomials fk (x) f ′k (x) of degree ti-

1 with coefficients randomly chosen from p, satisfying 
fk(0)= αi and fk'(0)= βi. Thus, the master private key for 
Vi1 can be computed as follow:

α i1 =∑
i = 1

ni

α i β i1 =∑
i = 1

ni

β i (1)

However, AAs cannot directly access each other 􀆳 s 
sub-secrets, so AAk needs to compute sub-shares Skj=fk

(xj), Skj' =fk' (xj), j∈ {1,… , ni}\{k} for others. Simultane‐
ously, it computes its own sub-shares Skk=fk(xk), Skk' =fk' 
(xk), where x∈p represents the identifier of each AA dur‐
ing key negotiation.
2) Sub-share exchange

After generating sub-shares, AAs proceed to ex‐
change them. Prior research[13,14,17] did not focus on veri‐
fying the correctness of share exchange, neglecting po‐
tential tampering or malicious alterations during distribu‐
tion. To tackle this issue, we implement the Verifiable 
Secret Sharing (VSS) scheme.

● Public commitment
Given g and h as two generators of the group Gq, 

where logh
g is unknown and q represents the order of el‐

liptic curve in user 􀆳s public keys. Let E(s, t)=gsht be the 
commitment. So AAk is required to compute the commit‐
ment C and reveal it to the other AAs.

C ={E( fk0f ′k0 )E( fk1f ′k1 )E( fk(ti - 1)f ′k(ti - 1) )} (2)

● Distribute sub-share
The AAk encapsulates sub-shares within a structure 

named “deal”, expressed as deal = {C, fk(xj), fk'(xj), g, 
h}, and encrypts it using the AES-GCM symmetric en‐
cryption algorithm. During encryption, the authority gen‐
erates a signature for identity verification using its pri‐
vate key from blockchain. The sealing process is de‐
tailed in Algorithm 1. AES-GCM mode, chosen for its 

support of parallel encryption and decryption alongside 

identity verification, is preferred over other AES encryp‐

tion modes.

● Verify sub-share

The consortium of AAj (j∈{1, …, ni}\{k}) who man‐

age the attribute value Vi1 need to perform the following 

steps after receiving the seal from AAk. First, AAj vali‐

dates the signature of the temporary public key dhPub 

using the AAk􀆳s public key. Upon successful verification, 

AAj reconstructs the temporary encryption key dhKey 

using its own private key and decrypts the ciphertext to 

obtain the deal. The process is demonstrated in Algo‐

rithm 2.

Algorithm 1: Seal the deal

Input: deal, SKAAk
, PKAAj

Output: seal, Error

1 dhSec ← Pick(RandomStream());

2 dhPub ← PKGen(dhSec, g);

3 signature, err ← Sign(dhPub, SKAAk
);

4 if err ≠ nil then

5    return nil, err

6 end

 // Diffie-Hellman key exchange protocol

7 dhKey ← dhKeyGen(dhSec, PKAAj
);

8 nonce ← io.ReadFull();

9 encDeal, err ← AESencrypt(dhKey, deal);

10 if err ≠ nil then

11  return nil, err

12 end

13 seal={encDeal, dhPub, signature, nonce};

14 return seal

Algorithm 2: Unseal the deal

Input: seal, PKAAk
, SKAAj ,

Output: deal, Error

1

2

3

4

5

6

7

8

9

10

err ← Verify(dhPublic, PKAAk, signature);

if err ≠ nil then

   return nil, error.New(“fail to verify signature”);

end

// Diffie-Hellman key exchange protocol

dhKey ← dhKeyGen(dhPublic, SKAAj
);

deal ← AESDecrypt(dhKey, encDeal, nonce);

if err ≠ nil then

  return nil, error.New(“fail to decrypt encDeal”)

end

return deal
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If the decryption of the ciphertext is successful, 

AAj employs the commitment C to validate the correct‐

ness of the sub-share. The validation equation is ex‐

pressed as follows:

E( fk (xj )f ′k (xj ))= gfk (xj )hf ′k (xj )

=E( fk0f ′k0 )×E( fk1f ′k1 )xjE( fk ( )t - 1 f ′k(t - 1) )
xj

ti - 1

=∏
n = 0

ti - 1

E xn
j

n
(3)

According to Ref. [18], we can calculate the infor‐

mation rate:
size of secret
size of share

=
2
2
= 1 (4)

3) Master share generation

After receiving ni-1 sub-shares (Sjk, Sjk') from other   

ni-1 AAs, AAk computes its master share as the attribute 

private key share for Vi1, which can be computed as fol‐

lows:

ì

í

î

ï
ïï
ï

ï
ïï
ï
ï
ï

SK i1k =∑
j = 1

ni

Sjk

TK i1k =∑
j = 1

ni

S ′jk

(5)

The attribute public key share is computed as:

ì
í
î

ïï
ïï

SP i1k = e(g1g2 )SKi1k

TP i1k = g TKi1k

2

(6)

Next, AAk securely saves the private key share 

while publicly uploading the public key share to the 

blockchain.

4) Global pub-key generation

Once the blockchain receives all attribute public 

key shares, the system administrator utilizes the smart 

contract KMC to gather ti shares, generating global pub-

key generation GPK. And then it will be uploaded to the 

blockchain for use by the data owner. The public key 

generation algorithm is a variant of Lagrange interpola‐

tion. For example, the public key SPVi1
 for attribute value 

Vi1 is computed as follows:

SP i1 =∏
k = 1

ti

SP
∏
j ¹ k

ti xj

xj - xk

i1k

        =∏
k = 1

ti

e(g1g2 )
(SKi1k ∏

j = 1j ¹ k

ti xj

xj - xk

)

        = e(g1g2 )
∑
k = 1

ti

(SKi1k ∏
j = 1j ¹ k

ti xj

xj - xk

)

        = e(g1g2 )αi1 (7)

and

TP i1 =∏
k = 1

ti

TP
∏
j ¹ k

ti xj

xj - xk

i1k

        =∏
k = 1

ti

e(g1g2 )
(TKi1i ∏

j = 1j ¹ k

ti xj

xj - xk

)

        = e(g1g2 )
∑
k = 1

ti

( TKi1k ∏
j = 1j ¹ k

ti xj

xj - xk

)

        = e(g1g2 )βi1 (8)

And the calculation for TPi1 is the same as that for 
SPi1. Thus, the GPK is a collection of all attribute public 

keys in the system, denoted as GPK= {SP, TP}.

2.2　Encrypt

After obtaining the GP and GPK, the data owner de‐
fines an access policy and employs the attribute-based 

encryption algorithm to encrypt the symmetric encryp‐

tion key K. An access structure can be represented as an 

LSSS access structure (A, ρ), where A represents an m×l 

matrix. The ρ maps the x-th row of M to an attribute ρ(x)

∈Att1,…, AttU. For each row of A, the data owner selects a 

random vector v=(s, y2, y3,…, yl) ∈p, where s is a secret 
value and y2, y3, … , yl  are used to share the secret s. Let 
λx =Ax v, where Ax represents the row x of A. The data 
owner selects a random vector w = (0, w1, w2, … , wl) ∈
p, and computes wx =Ax w. Random values r1, r2, …, rm ∈
p are chosen. The ciphertext is then calculated as fol‐
lows:

 
C0 =Ke(g1g2 )S  C1x = e(g1g2 )λxe(g1g2 )αρ(x)rx

C2x = g rx

2   C3x = g βρ(x)rx

2 g wx

2 "x (9)

2.3　Token Generation

Before decrypting data, users must acquire decryp‐
tion sub-tokens. Our scheme optimizes communication 

efficiency by allowing users to interact exclusively with 

the blockchain network. The smart contract KMC auto‐

mates the extraction of attribute values from the user 􀆳 s 

certificate and facilitates communication with multiple 

AAs to obtain sub-tokens.

SubTokenGen: Each AAk sets up an event listener 

off-chain. When a user triggers the token generation 

function through smart contract KMC, an immediate 

event is activated. For example, if the attribute value Vi1 
embedded in the user 􀆳s certificate corresponds to AAk 􀆳s 
attribute management domain, AAk generates the rel‐
evant sub-token. The sub-token can be expressed as:

ST i1k = (g R
1 )SKi1k H(GID)TKi1k (10)

where SKi1,k ,TKi1,k are the attribute sub-private keys pos‐
sessed by AAk. Subsequently, AAk sends the sub-token to 
the blockchain using the smart contract.
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TokenGen: Since each attribute value corresponds 
to multiple sub-tokens, data user needs to aggregate sub-
tokens belonging to the same attribute value. The aggre‐
gation algorithm is a variant of Lagrange interpolation, 
as shown for attribute value Vi1:

AT i1GID =∏
k = 1

ti

ST
∏

j = 1j ¹ k

ti xj

xj - xk

i1k = (g R
1 )αi1 H(GID)βi1 (11)

The user􀆳s tokens for all attribute values can be ex‐
pressed as a token collection {ATGID}.

2.4　Decrypt

The decryption algorithm can be executed by data 
users who meet the access policy. The user U who has 
obtained metadata MD and global parameters GP from 
the blockchain must use the token set ATGID and blinding 
factor R as input. Let AU be a sub-matrix of A, where AU 
is an n×l matrix. Each row of this matrix corresponds to 
an attribute in U 􀆳s attribute set SU. If SU satisfies the ac‐
cess structure (A, ρ), then there always exists a suitable 

vector h=(h1,h2,…, hl) Î  l
p such that 

｡
e=AU·h, where 

｡
e =

(1,0,…, 0) Î  l
p.

To alleviate the computational burden on users, it is 
essential for the blockchain to shoulder a portion of the 
associated computational costs. Utilizing the token set  
ATρ(x)GID of user U, for each such x, user invoke smart 
contract to compute:

P =∏
x

C hx

1xQ =∏
x ( )e(H(GID)C3x )

e(ATρ(x)GIDC2x )

hx

(12)

The blockchain returns the calculation result (P, Q) 
to user. According to it, users only need to perform cal‐
culations based on the following formula:

 
         ∏

x ( C R
1x × e(H(GID)C3x )
e(ATρ(x)GIDC2x ) ) hx

=∏
x

(e(g1g2 )λx Re (H(GID)g2 )wx ) hx =PRQ (13)

Then, using the vector h, we can compute equation:

 

s = (100)T (sy2yl )

= eT × v= hT ×AT
U × v

=hT × λU

=∑
xÎU

hx × λx
(14)

and ∑
xÎU

wx × hx =wT ×AU × h

= (0w1wl )
T ×(100)

= 0 (15)

Therefore, we can compute the equation:
PRQ = e(g1g2 )RS (16)

Finally, we obtain the decrypted message:

K =
C0

(e(g1g2 )RS )1/R
=

C0

e(g1g2 )S
(17)

3　Scheme Analysis

3.1　Security and Robustness

Each attribute token in the system is jointly man‐
aged by n AAs. Due to the t threshold parameter, adver‐
saries require compromising t or more AAs to acquire 
decryption keys for a specific attribute. Similarly, the 
system􀆳s normal operation necessitates t or more AAs to 
be online. This section analyzes the system 􀆳 s security 
and robustness.

Security: The system 􀆳 s security depends on the 

management of attribute values by AAs. The security as‐

sessment focuses on the probability, denoted as λ, repre‐

senting an adversary􀆳s likelihood of illicitly obtaining an 

attribute key by compromising a specific AA. This met‐

ric forms the basis of the system􀆳s security analysis

∑
i = 0

t - 1 ( )i
n
λi(1 - λ) n - i

(18)

Robustness: System resilience is measured by the 
probability of continuous operation despite AA failures, 
Instances like crashes or offline status in AAs could ob‐
struct users 􀆳 access to managed sub-keys. Let μ denote 
the likelihood of individual AA operational failures. The 
calculation for system robustness is as follows:

∑
i = t

n ( )i
n
μi(1 - μ) n - i

(19)

To understand security and robustness better, we 

varied parameter values in comparative experiments 

(Fig. 6). For a fixed corruption probability λ, increasing t 

enhances system security, yet larger t values do not al‐

ways ensure better security. On the other hand, higher n, 

the number of AAs, improves system robustness even 

with higher corruption probabilities. However, as n in‐

creases, system security decreases. Thus, balancing n 

and t is crucial for optimal performance in practical ap‐

plications.

3.2　Comparison of Functionality

In Table 1, we compare the scheme with previous 
multi-authority ABE schemes. The evaluation metrics in‐
clude bilinear groups, auditability, access structure, robust‐
ness, identity management, and key verification. Table 1 
shows that the proposed scheme offers more comprehen‐
sive functionality compared with previous schemes.
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3.3　Performance Analysis

We performed simulations to assess the computa‐
tional costs of our scheme in comparison to previous 
ones. To ensure fair experimental comparisons, all 
schemes were implemented using 256-bit BN elliptic 
curves with prime order. The experimental setup utilized 
a physical machine with an AMD Ryzen7 4800U CPU. 
All tests were conducted on a virtual machine running 
CentOS 7.9, with an allocation of 8GB of memory. Addi‐
tionally, all algorithms were implemented using the Gol‐
ang programming language.

Given diverse access policies, we tested computa‐
tional overhead under two extreme scenarios. To mini‐
mize performance impact, we varied attributes per test 
round, repeating 100 times at different intervals for aver‐
ages. As shown in Fig. 7, the results show that there is a 

linear rise in encryption time with increasing attributes 
for all schemes. Although our scheme exhibits a slight 
performance advantage over LW[9], it notably surpasses 
DIPPE[12].

In decryption, our proposed scheme notably re‐
duces user-side computational costs. In fact, due to the 
blinding factor, even if partial decryption calculations 
are handed over to smart contracts or third-party servers, 
no information will be leaked, making the decryption 
process both secure and efficient. By seamlessly per‐
forming outsourced calculations without compromising 
privacy, users only need to execute an exponential opera‐
tion and a simple multiplication for final decryption. Im‐
portantly, this execution time remains constant, indepen‐
dent of attribute count, ensuring efficient decryption on 
the user side.

Fig. 6　Probability of security and robustness

Table 1　Comparison of various multi-authority ABE schemes

Scheme

TMACS[13]

LW[9]

DIPPE[12]

Proposed

Auditability

No

No

No

Yes

Access structure

LSSS

LSSS

Threshold

LSSS

Robustness

Yes

No

No

Yes

Identity management

No

No

No

Yes

Key verification

No

No

No

Yes
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4　Conclusion

In this paper, we propose a multi-authority attribute-

based encryption scheme based on blockchain and dis‐

tributed key generation which is called BDAE for data 

access control. Our work enhances system robustness by 

managing each attribute with multiple organizations and 

solving the single bottleneck problem. The use of block‐

chain technology ensures the security and traceability of 

the data sharing process. For future work, we will focus 

more on reducing user overhead in encryption calcula‐

tion.
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