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Abstract: The order r of an element a in the multiplicative group (Z/nZ)", denoted by order (a, n), or I, (n) for short, plays a significant role
in the period of certain pseudo-random number generators and is particularly important in Shor’s quantum integer factorization algorithm,
as well as in various cryptographic applications. In this paper, we present some numerical results and evidence of suitable a for which /, (n)
are small and relatively easy to obtain, in the light of quantum integer factorization. The results indicate that the higher the order, the larger
of the number of a. Therefore, we propose a quantum algorithm for finding @ in a*=1 (mod n) with k> 1, explicitly excluding the trivial solution
a=1(mod n), based on Grover’s search, but using fewer quantum bits. Moreover, the proposed algorithm achieves a success probability

close to 1. As this type of n is commonly used as an RSA modulus, once such an a is found, RSA cryptographic system will be broken.
Key words: information security; RSA cryptography; quantum computing

CLC number: TP391

0 Introduction

Quantum computing is an exciting technology at the
intersection of computer science and physics, leveraging
the unique properties of quantum mechanics to increase
the speed of classical computational operations in certain
cases. Advances in quantum computing present a serious
challenge to the existing public-key cryptosystems, as
schemes such as Rivest-Shamir-Adleman (RSA) and EL-
Gamal can be efficiently broken by Shor’s algorithm .
Therefore, studying cryptanalysis in the context of
quantum computing has become increasingly important®.
Because the RSA cryptosystem is widely used in industry
and government, fast cracking RSA has become an

important research direction of modern cryptanalysis.
The security of RSA depends on the intractability of the
integer factorization problem. Therefore, the core ap-
proach to attacking RSA is to design efficient algorithms
for factoring its modulus.

One of the most groundbreaking developments in
integer factorization occurred in 1994, when Shor discov-
ered a quantum algorithm capable of factoring integers
in polynomial time™. If implemented on a practical
quantum computer with several thousand quantum bits,
Shor ” s algorithm can factor integers in probabilistic
quantum polynomial time 0((10g n)’ ), representing a

significant improvement over the classical number field
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sieve algorithm™, whose runtime is sub-exponential
runtime of the form O(exp (c(log n)** (log log n)** ))
where ¢=(64/9)"”~1.92. This discovery poses a direct
threat to the security of RSA encryption. Although Shor’s
algorithm operates on a classical computer, its remarkable
efficiency stems from a key quantum subroutine. In the
following sections, we present a simplified version of
this algorithm as shown in Fig. 1, where r is the order of
an element ¢ in the multiplicative group (Z/nZ)’, denoted
by order (a, n), or /, (n) for short.
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Fig.1 Simplified flowchart of Shor’s algorithm

The emergence of Shor’s algorithm has injected
new vitality into the research of quantum computing,
which has provided a driving force to promote quantum
computing research in the last twenty years™'”. Current
research on quantum factoring mainly focuses on
improved or compiled versions of Shor’s algorithm, using
different techniques that have been proposed and studied.
In a word, there are two important research directions in
quantum integer factorization. On the one hand, people
try to build a (practical) quantum computer, or even
other types of physical computers, in order to implement
the full version or compiled version of the Shor’s algo-
rithm ™', On the other hand, people try to improve,
modify and simplify Shor’s original algorithm, or even
invent new quantum factoring algorithms to be run on
quantum computers with fewer quantum bits""?**, Ref.
[23] proposed a compilied (simplified) and optimized ver-
sion of Shor’s algorithm by computing just the case for
order(a, n)=2, as this is the simplest possible order for
the algorithm to be used to factor n, which only need
two qubits.

So far, there are no quantum computers yet that ca-

2

pable of running Shor * s algorithm on the large

semiprimes n currently used in RSA encryption algo-

2

rithms. Simulating Grover ° s algorithm has been
achieved. Therefore, from another perspective, we pro-
pose an algorithm based on Grover’s algorithm, which
finds a satisfying a*= 1 (mod n) while using fewer qu-
bits.

The organization of the paper is as follows. In Section
1, we demonstrate through computational examples that
finding a suitable a such that /,(n)=2 holds is computa-
tionally as difficult as the Integer Factorization Problem
the modulus n(IFP(n)), that is,

Computing a such that /, (n)=2 < IFP(n).

On the other hand, we shall look for some more
suitable a for high orders, that is, /, (n)=2k, k> 1. In Section
1, our results show that the higher the order, the greater
the number of a. Therefore, from another perspective,
instead of directly attempting to find /,(n), we aim to
identify a suitable a such that ¢*=1 (mod n). We pro-
pose a quantum algorithm for finding a in ¢* =1 (mod n)
with k=1 based on Grover’s search® in Section 2. The
conclusion is given in Section 3.

1 Computational Evidence for
Suitable Values of a

In this section, we give some numerical computa-
tions and pieces of evidences of suitable a for which
[, (n) are small and relatively easy to obtain, in the light
of quantum integer factorization.

Firstly, it is evident that in the computation of /, (n)=
2 (i.e., order (a,n)=2 ), the task will be significantly easy
for a quantum computer if the period r is short, in particu-
lar, »=2 is the shortest possible order one can expect'”.

For a’=1 (mod n), if the prime factorization of n=
pq is known, then a can be found by computing
a=tpp,*qq,(mod n), where

p,=1/p(mod q), g,=1/q (mod p).

For example, let n=221=13 x 17. Then we have
a,=pp,+qq,=13x4+17x10=222=1 (mod 221),
a,=pp,—qq,=13x4-17x10=-118=103 (mod 221),
a,=-pp,+qq,=—13x4+17x10=118=-a, (mod 221),
a,=—pp,—qq,=—13x4-17x10=-222=-q, (mod 221).

So, a={x1,£118}. Clearly, a=%1 are trivial. Thus,
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ged (118 + 1,m)={13,17}.

For n=RSA-768 (a number with 232 digits and

768 bits), since we know its prime factorization, we get
a,=pp,+qq,=1(mod n),

a,=pp,—qq,=1 029 031 793 302 493 258 003 488
818 376 905 875 264 575 120 178 567 995 715 921 117
383 374 063 780 955 476 265 714 655 965 556 097 487
715509 708 453 134 212 472 071 241 551 710 737 667
646 125017 671 995 537 319 749 739 035 045 343 586
527 599 466 828 935 082 557 618 400 047 627 481 255
809 299 529 939 (mod n),

a,=—pp,+qq,=201 154 891 227 624 497 127 006
140 008 056 845 508 278 449 416 766 796 481 401 334
768 352 336 726 308 181 253 030 546 234 230 371 902
240 965 234 320 929 633 453 121 315 774 592 716 063
902 143 490 245 030 584 823 163 722 635 383 870 725
074 621 773 650 339 655 236 462 265 303 792 116 204
047 602 613 474 (mod n)=—a, (mod n),

a,=-pp,—qq,=—a,=—1(mod n).

Thus,

a=+1=4201 154 891 227 624 497 127 006 140
008 056 845 508 278 449 416 766 796 481 401 334 768
352336 726 308 181 253 030 546 234 230 371 902 240
965 234 320 929 633 453 121 315 774 592 716 063 902
143 490 245 030 584 823 163 722 635 383 870 725 074
621 773 650 339 655 236 462 265 303 792 116 204 047
602 613 474.

In Table 1, we list the values of a satisfying
a*=1(mod n), when n is a factorized RSA modulus.

Proposition 1
IFP(n).

Proof Because we compute a such that /,(n)=2,

Computing a such that /,(n)=2 <

that is, we obtain « satisfying a’= 1 (mod n).

So we can compute gcd (a £ 1,n)=(p,q), that is, we
obtain the factors of n.

Since n=pqg with p and ¢ two distinct prime num-
bers, then a can be obtained by computing a=*pp,*

Table 1 The solutions to a*=1 (mod r) for RSA modulus # with known factorization

RSA Solution

42 836 191 202 508 728 742 199 299 040 582 900 202 976 222 916 017 767 167 551 870 216 509 444 518 239
462 186 379 470 569 442 055 101 392 992 293 082 259 601 738 228 702

RSA-129

329 868 900 286 311 131 693 462 614 426 748 802 762 109 523 738 932 877 745 690 874 366 478 709 689 619
891 461 685 618 727 904 153 112 196 043 938 577 623 043 705 897 766

RSA-130

11 681 261 023 939 198 701 272 084 501 135 341 337 534 384 117 293 846 293 004 171 131 954 006 472 008
980 511 288 946 562 370 433 192 808 287 734 079 044 676 116 158 699 674 347 947 514

RSA-140

5380 854 811 272 498 342 423 612 255 012 528 543 671 989 534 594 011 394 371 025 656 006 211 922 744
994 193 715 814 705 294 748 142 761 804 222 004 252 222 543 257 855 561 551 473 863 005 297 341 794 294

RSA-155

17 233 249 600 926 277 560 756 091 799 125 314 552 330 739 223 507 534 010 560 281 040 150 142 076 135
796 154 992 089 535 719 272 405 601 230 791 169 273 530 693 457 445 593 251 065 775 828 489 143 345 548
988 558 083 505 641 748 667 944 779

1421952 301 784 734 675 817 023 288 398 511 900 750 496 177 682 759 597 881 183 704 294 214 620 042
050401 430 216 933 215 882 221 885 310 841 104 728 961 312 590 832 645 570 842 657 712 332 924 613 234
440 705 951 427 819 876 328 635 069 023 375 960

RSA-174

RSA-190

9995 549 932 294 996 866 306 401 646 580 219 606 537207 216 262 447 513 233 923 659 683 571 618 399
666 692 625 689 975 881 763 225 549 779 694 713 469 636 694 882 603 897 732 545 069 628 245 199 677 084
197 043 396 740 420 221 326 769 809 389 775 063 294 184 732 464 374 952 215

RSA-704

201 154 891 227 624 497 127 006 140 008 056 845 508 278 449 416 766 796 481 401 334 768 352 336 726 308
181253 030 546 234 230 371 902 240 965 234 320 929 633 453 121 315 774 592 716 063 902 143 490 245 030
584 823 163 722 635 383 870 725 074 621 773 650 339 655 236 462 265 303 792 116 204 047 602 613 474

RSA-768
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qq,(mod n), where
p,=1/p(mod q),q,=1/q (mod p).

Thus, the two non-trivial solutions are + a mod n,
and the two trivial solutions are + 1 mod n. That is, we
obtain a such that /, (n)=2.

Then we shall present some numerical evidences of
suitable a such that [, (n)=2k with k>1, since there
should be more numbers of a in such cases rather than
just two a in @*=1 (mod n).

We give some computation evidences of different a
for certain high order /, (n); note that we shall only con-
sider the case when /,(n)=2k with £>1, since odd or-
ders are not useful in quantum integer factorization.

Let n=221, then for different possible with k> 1,
we get the corresponding @ and the number of a (see
Table 2).

Table 2 The corresponding @ and the number of a for n =221

No.
r a

ofa
4 18,21,38,47,64,86,135,157,174,183,200,203 12
6 16,69,101,152,186,205 6
¢ 8,25,53,60,66,70,77,83,138,144,151,161,168, 16

196,213

1 4,30,33,50,55,67,72,81,84,89,98,106,115,123, 2

132,137,140,149,154,166,171,188,191,217
5,12,14,27,31,40,44,57,73,79,90,92,96,99,105,

16 109,112,116,122,125,129,131,142,148,164,177, 32
181,190,194,207,209,216

2,9,15,19,32,36,42,43,49,59,76,87,93,94,100,

24 110,111,121,127,128,134,145,162,172,178, 32
179,185,189,202,206,212,219
3,6,7,10,11,20,22,23,24,28,29,37,41,45,46,48,
54,56,58,61,62,63,71,74,75,80,82,88,95,97,107,

48 108,113,114,124,126,133,139,141,146,147,150, 64
158,159,160,163,165,167,173,175,176,180,184,
192,193,197,198,199,201,210,211,214,215,218

As can be observed, as the value of r increases, the
corresponding number of a also increases, but it dose
not grow in a linear manner.

For n=391, we have the result of Table 3.

This also shows that as the value of r increases, the
number of a also increases. Compared with the case

r=2, there are two nontrivial values for a. However, for

instance, when =176, there are a total of 160 values of
a that satisfy the condition ¢'"*=1 (mod 391).

In short, the above computing results indicted that
the higher the order, the larger the number of a.

Table 3 The corresponding @ and the number of a for n =391

No.
r a

ofa
4  47,183,208,344 4

8 70,93,162,185,206,229,298,321
22,24,45,91,114,116,139,160,231,252,275,277,

16 16
300,321,346,367

16,33,50,66,84,86,101,103,118,120,135,152,169,
22 171,186,203,205,220,222,237,271,273,288,290, 30
305,339,341,356,373,375

4,13,21,30,38,55,64,72,81,89,98,106,123,132,140,
149,157,166,174,191,200,217,225,234,242,251,259,

44 268,285,293,302,310,319,327,336,353,361,370,378,
387

40

2,8,9,15,19,25,26,32,36,42,43,53,49,59,60,66,76,77,
83,87,94,100,104,110,111,117,121,127,128,134,144,
145,151,155,168,172,178,179,189,195,196,202,212,

88 213,219,223,236,240,246,247,257,263,264,270,274, 80
280,281,287,291,297,304,308,314,315,325,331,332,
338,342,348,349,355,359,365,366,372,376,382,383,

389

3,5,6,7,10,11,12,14,20,27,28,29,31,37,39,40,41,44,
48,54,56,57,58,61,62,63,65,71,73,74,75,78,79,80,82,
88,90,95,96,97,99,105,107,108,109,112,113,122,
124,125,126,129,130,131,133,141,142,143,146,147,
148,150,156,158,159,163,164,165,167,173,175,176,
177,180,181,182,190,192,193,194,197,198,199,201,
176 209,210,211,214,215,216,218,224,226,227,228,.232, 160

233,235,241,243,244,245,248,249,250,258,260,261,
262,265,266,267,269,278,279,282,283,284,286,292,
294,295,296,301,303,309,311,312,313,316,317,318,
320,326,328,329,330,333,334,335,337,343,347,350,
351,352,354,360,362,363,364,371,377,379,381,380,
384,385,386,388

2 A Quantum Algorithm for
Breaking RSA

21 The New Algorithm
Through some numerical computations and pieces
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of evidences of suitable a for which /,(n) is small and
relatively easy to obtain, in Section 1, in the light of
quantum integer factorization, we find that the higher
the order, the larger the number of a. Therefore, from a
different perspective, rather than attempting to find the
order r of @ mod n, we aim to find a suitable value of a
such that a*=1 (mod n). To avoid ambiguity, we explicitly
exclude the trivial solution a=1 (mod n), since only non-
trivial solutions are useful for the factorization of n.
Therefore, in this section, we present a quantum algorithm
for finding @ in a*=1 (mod ) with k> 1 based on Grover’s
search as follows.

Algorithm 1 This algorithm aims to find a solution
a in congruence a*=1(modn) with k=1, so that one
can compute ged (a*+1,n) =(p, ) in order to factor n=pq.

Step 1 Find a number ¢, a power of 2 , say 2, such

n
that = | log —|.
at 1= log 7|
Step 2 Initialize the two quantum registers, Regl
and Reg?2, to the all-zero state: \‘I’O> =10>0).

Step 3 Perform a Hadamard transform on Regl, we
get

bt on>—>¥’1>=\/lgga>0>.

Step 4 Perform the modular exponentiations U, on
Reg2, we get
N
Ut |¥) > |#) =—=> la)|a*(mod n)),
\/E a=0
where U,:|x)| y) = | x)| y®f(x)), f(x)=x* (mod n).

Step 5 Repeat the following steps O(\/E ) times.

Step 5-1 Perform a conditional phase shift U, on
Reg2, with |1) receiving a phase shift of —1 , at the same
time perform a conditional phase shift U,. on Regl, with
|1) receiving a phase shift of —1 , thus

UyUy,: |P,) = |¥,)

q-1 .
= \lf > ) (=) a)| a* (mod n)).
a=0
Suppose that the number of solutions of the function

a*=1(mod n) is m', and these solutions are {a,, a@,, -+, a,,}

a,.><a,.

U, denoted the operator U, =1 —22 , and the
i=1

definition of function ¢ is as follows,

1, whena*modn=1,
1,a*mod n* = 0
2

0
when a*modnz1.

U, denoted the operator U,,.=1-2[1)<1|.
Step 5-2 Perform the unitary operation U on Reg?2,

where U: |a)|b) — \a>‘b@a2" (mod n)>, obtaining

g-1
U: |7y - |7,) = }2 (1P (1) ] )] 0).
q a=0

Step 5-3 Perform a Hadamard transform on Reg]1.

Step 5-4 Perform a conditional phase shift on
Regl, with every computational basis state expect 0>
receiving a phase shift of —1.

Step 5-5 Perform a Hadamard transform on Regl.

Step 6 Measure Regl. Suppose the state |c) has
been observed. In fact, the observed c satisfying
c¢®*=1(mod n) with k=1 has a higher probability of be-
ing close to 1.

2.2 Algorithm Analysis

The new algorithm has the following properties:

1) The complexity of the algorithm depends on the
number of iterations, requiring O(\/; ) operations. It is
only a quadratic speed up algorithm compared with
classical algorithm.

2) The success probability of the algorithm also
depends on the number of iterations. Ref.[25] has shown
that the upper bound on the required number of iterations

is
T |N
R< L I }

where N is the total number of a search space, M is the
number of the solutions of the search problem. That is,
in the algorithm, R=0(+/q). Grover iterations must be
performed in order to obtain a solution to the congruence
equation a*=1 (mod n), k=1, with the success probability
closed to 1.

3) Compared with Shor’s original algorithm which
chooses ¢ satisfying n’<g=2'<2n? this algorithm

chooses ¢ satisfying B_‘ <g=2'<n with t= [1og ﬂ So

the algorithm requires 3(10g ;—‘ qubits, and Shor’s algo-

rithm for breaking RSA requires 3|_10g n-| qubits. Obvi-
ously 3[log ’211 <3|—log n-|, which indicates that the pro-
posed approach significantly reduces the number of re-
quired qubits.

4) Shor’s original algorithm tried to fix ¢ and find
the smallest  satisfying a”"=1 (mod n) which chooses ¢’
satisfying n’<q'=2'<2n’, with the time complexity
0( ﬁ ) Whereas in the algorithm, we try to find a suit-

able a, such that ¢* =1 (mod n) with k> 1. The most sig-



246

Wuhan University Journal of Natural Sciences 2026, Vol.31 No.3

nificant advantage of the algorithm is that it uses fewer
quantum bits, which will be helpful for building a quan-
tum computer with fewer quantum bits, and that in turn
is relatively easy to build compared to a quantum com-
puter with more quantum bits.

5) Once the a satisfying a®=1(mod n) with k=1 is
found, one can compute ged (a“+1,1n) =(p,q), provided
that n=pq with p and ¢ prime. This can be used to break
the famous and widely used RSA cryptographic system.
2.3 Example

We give a complete example, explicitly showing
each computational steps of the algorithm.

Example 1 Let n=15, k=1, that is, we can find a
solution a satisfying a>=1 (mod 15).

Step 1 Find a number ¢, a power of 2, say 2/, such

that t= [log 125—‘ =3.

Step 2 Initialize the two quantum registers, Regl
and Reg2 with zeroes ‘ ‘PO> =10>]0).
Step 3 Perform a Hadamard transform on Regl, we
get
1 7
L Na)l0).
\/g a=0
Step 4 Perform the modular exponentiations U, on
Reg2, we get
Ut [#,) = |#,)
1 7

ﬁzo |a)|a? (mod 15))

1
—\/g(\0>\0>+\1>\1>+\2>\4>+\3>\9>
+H DI +15)110) +16)16) +[7)14)),

where U, [x)]y) — [x)| y®f (x)), f(x)=x*(mod 15).
Step 5 Repeat the following steps 2 times.

H:|¥,)—|¥)=

Step 5-1 Perform a conditional phase shift U, on
Reg2, with [1) receiving a phase shift of —1, and at the
same time perform a conditional phase shift U, on
Regl, with|1) receiving a phase shift of -1 , thus

UoUy,: |P,) = |¥s)

= \/lgio 1’ (=1)"|a)| a* (mod 15))

1
V8
=10 + 151107 +[6)16) +[7)[4)).
Step 5-2 Perform the unitary operation U on Reg?2,
where U: |a)|b) — \a>‘b®a2(mod 15)>, obtaining
U: |¥,) - |¥,)

(102107 +[D[1) +12)[4) +13)]9)

_
V8
:;Jm+w+»+w—®+$+®

> 1) 1))

+17)10)
Step 5-3 Perform a Hadamard transform on Reg]1.
H:|¥,) —|¥)

:H:[\/1§(000> +1001> +1010 +1011) — 100

+[101) + [110) + [111))]
1
—\/§H(\000>+\OOI>+\010>+\011> 1100)
+101) +[110) +[111))
1 1
=5 \/§[(‘O>+“>)®(‘O>+“>)®(‘0>+“>)
+H]0) +11)(0) + 1) (0) - [1))
H10) + 1) (10) = [1)E(10) + 1))
H10) + 1) (10) = [1)E(10) — 1))
—10) = 1) (0 + [1)E(10) + 1))
H10) = 1)) (10 + [1)E(10) - [1))
+H10) = 1) (10) = [1)E(0) + 1))
H10) = 1)) (10) = 1) (0> - [1))]

- %(3\000> ~1001) — [010) — [011) + 100D + 101
+110) + [111)).

Step 5-4 Perform a conditional phase shift on Regl

with every computational basis state, except|1)" receiv-
ing a phase shift of -1 .

7, = %(3\ooo> +1001) +1010) +[011) —[100) —

1101) — [110) — [111)).
Step 5-5 Perform a Hadamard transform on Regl.
H:|¥) > |¥,)

=H:[%(3\000> +1001) +[010) +[011) —[100)
—[101) = [110) — [111))]

- 4 OO IS0 + D)0 + 1))
H10) + 1)) (10 + [1)E(10) - [1))
+H10) + 1)) (10> = 1) (0 + (1)
+10) + D) (0) = [1)®(0) - 1))
—(10) = 1) (0) + 1) (0) + 1))
—(10) = 1) (0) + 1) (0) — 1))
—(10) = (1) (0> = 1) (0 + 1)
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0 = [1)®(0 = [1))C(10) - [1))]

= L (1000 + 001) +010) + [011) +5/100)
4v2

+[101) +[110) + [111)).
Perform Step 5-1 to Step 5-5 again, we can get

1
|#",) = ——(=1000> — [001) —[010) —[011) +11]100)
"8v2
—[101) = [110) — [111)).
Step 6 Measure Regl. Suppose that the state [100)

is observed with a higher probability %, that is, a=

1100) =4, satisfying a*=1 (mod 15).

By Example 1, since the desired a=4 is obtained, we
can efficiently compute ged (ax1,n)=gecd (4£1, 15)=(3,5)
on a classical computer, leading to the prime factorization
15=3x5.

In order to more clearly present all of the different
algorithms, Table 4 provides a detailed comparison of
several algorithms in terms of the success probability,
time complexity, and the number of required quantum
bits. In Table 4, 3¢(r)/n’r < Py, <4¢(r)/m’r, and ¢(r) is
the Euler fuction.

Table 4 Comparison of resource consumption among different algorithms

Algorithm for breaking RSA Success probability Time complexity Required qubits
Refs. [2-3] Py, O((log ny**) 3[logn]
Ref. [26] Py, O((log n**) 3[logn]
Algorithm 1 (ours) ~1 0(\/q) 3[log %]
Algorithm based on Grover’s algorithm ~1 o ( \/E' ) 3 |'10g n—|

Algorithm 1 inherits the same amplitude amplifica-
tion property as Grover’s search, and its success prob-
ability can be made arbitrarily close to 1 after a suffi-
cient number of iterations. Therefore, the success prob-
ability of Algorithm 1 is denoted by ~1 in Table 4.

The idea of Shor’s algorithm is surprisingly simple:
to factor n, one first computes the order  of an element
a in the multiplicative group Z, , order (a, n). If the com-
puted r is even, then one further computes, with high
probability, ged(a”?+1,n)={p.q}, with 1<{p,gi<n.
Consequently, if a practical quantum computer capable
of efficiently executing Shor’s algorithm can be built,
the security of RSA would be fundamentally compro-
mised. However, up to now there are no yet quantum
computers that could run Shor’s algorithm for the large
semiprimes n currently used in RSA encryption algo-
rithms. Since the simulation of Grover’s algorithm has
been demonstrated, we propose an alternative algorithm
inspired by Grover’s algorithm, which aims to compute
/,(n) using fewer qubits. In fact, based on Grover’s algo-
rithm, one can find an integer r satisfying a"=1 (mod n),
where the algorithm selects ¢’ such that n° < ¢'=2'<2n?

with a time complexity of O ( \/? ) . That is the algorithm

based on Grover’s algorithm in Table 4. Whereas in Algo-
rithm 1, we try to find a suitable a such that

a*=1(mod n) with k> 1.The most significant advantage
of the algorithm lies in its use of fewer quantum bits.
This will facilitate the construction of quantum comput-
ers using fewer quantum bits, thereby making practical
applications more feasible compared with those systems
that require more quantum bits.

3 Conclusion

In this paper, through some numerical computa-
tions and pieces of evidences of suitable a for which
[, (n) are small and relatively easy to obtain, in the light
of quantum integer factorization, we find that the higher
the order, the larger the number of a. Therefore, from an-
other perspective, it inspires us that, instead of trying to
find /,(n), we should attempt to find a suitable a such
that a* =1 (mod n). Moreover, we propose a quantum al-
gorithm for finding @ in a*=1 (mod n) with k> 1 based
on Grover’s search, but using fewer quantum bits. More-
over, the success probability is close to 1. As this type of
n is commonly used as an RSA modulus, once such an a
is found, the famous and widely used RSA crypto-
graphic system will be broken completely. As a future di-
rection, one could investigate a quantum algorithm for
attacking RSA by exploiting lattice-based shortest vector



248

Wuhan University Journal of Natural Sciences 2026, Vol.31 No.3

problems, in conjunction with properties of the Euler to-

tient function and techniques that reduce integer factor-

ization to related computational problems.

References

(1]

[10]

[11]

[12]

Shor P W. Algorithms for quantum computation: Discrete
logarithms and factoring [C]//Proceedings of 35th Annual
Symposium on Foundations of Computer Science. New York:
IEEE Computer Society Press, 1994:124-134.

Shor P W. Polynomial-time algorithms for prime factoriza-
tion and discrete logarithms on a quantum computer[J].
SIAM Journal on Computing, 1997, 26(5): 1484-1509.
Zhang H G, Han W Y, Lai X J, ef al. Survey on cyberspace
security[J]. Science China Information Sciences, 2024, 58:
1-43.

Lenstra A K, Lenstra H W. The development of the number
field sieve[C]//Lecture Notes in Mathematics 1554. Berlin:
Springer-Verlag, 1993.

Battarbee C, Kahrobaei D, Perret L, ef al. A subexponential
quantum algorithm for the semidirect discrete logarithm
problem|[C)//Post-Quantum Cryptography. Cham: Springer-
Vrverlag, 2024: 202-226.

Wu W Q, Zhang H G, Mao S W, et al. A public key crypto-
system based on data complexity under quantum environ-
ment[J]. Science China Information Sciences, 2015, 58(11):
1-11.

Zhang H G, Mao S W, Wu W Q, et al. Overview of quantum
computation complexity theory[J]. Chinese Journal of Com-
puters, 2016, 39(12): 2403-2428(Ch).

Regev O. An efficient quantum factoring algorithm[J]. Jour-
nal of the ACM, 2025, 72(1): 1-13.

Biswas S, Das P. Analysis of quantum cryptology and the
RSA algorithms defense against attacks using Shor’s algo-
rithm in a post quantum environment[M]//Computational In-
telligence in Communications and Business Analytics.
Cham: Springer-Verlag, 2023: 72-87.

Wu W Q, Wu J H, Guo L N. Multi-party quantum private
comparison based on bell states[J]. Entropy, 2023, 25(8):
1156.

Imran M, Ivanyos G. Efficient quantum algorithms for some
instances of the semidirect discrete logarithm problem[J].
Designs, Codes and Cryptography, 2024, 92(10): 2825-2843.
Ha J, Lee J, Heo J. Resource analysis of quantum computing

with noisy qubits for Shor’s factoring algorithms[J]. Quan-

[13]

[15]

[16]

[18]

[22]

[25

—_

[26]

tum Information Processing, 2022, 21(2): 60.

Wang C, Wang Q D, Hong C L, et al. Quantum annealing
public key cryptographic attack algorithm based on D-wave
advantage[J]. Chinese Journal of Computers, 2024, 47(5):
1030-1044(Ch).

Wang B N, Yao H N, Hu F, ef a/. Quantum annealing distrib-
uted integer decomposition study of local field coefficient 4
and coupling coefticient J with stability Ising model[J]. Sci-
entia Sinica: Physica, Mechanica & Astronomica, 2020, 50
(3):030301(Ch).

XuNY, Zhu J, Lu D W, et al. Quantum factorization of 143
on a dipolar-coupling nuclear magnetic resonance system[J].
Physical Review Letters, 2012, 108(13): 130501.

Lucero E, Barends R, Chen Y, et al. Computing prime fac-
tors with a Josephson phase qubit quantum processor[J]. Na-
ture Physics, 2012, 8(10): 719-723.

Monz T, Nigg D, Martinez E A, et al. Realization of a scal-
able Shor algorithm[J]. Science, 2016, 351(6277): 1068-
1070.

Kumar M, Mondal B. Study on implementation of Shor’s
factorization algorithm on quantum computer[J]. SN Com-
puter Science, 2024, 5(4): 413.

Cao Z J, Cao Z F, On Shor’s factoring algorithm with more
registers and the problem to certify quantum computers[EB/
OL]. [2014-09-10]. https://arxiv.org/abs/1409.7352.

Ekerd M, Héstad J. Quantum algorithms for computing short
discrete logarithms and factoring RSA integers[C]//Post-
Quantum Cryptography. Cham: Springer International Pub-
lishing, 2017: 347-363.

Tesoro M, Siloi, Jaschke D, ef al. Quantum inspired factor-
ization up to 100-bit RSA number in polynomial time[EB/
OL]. [2024-12-12]. https://arxiv.org/abs/2410.16355.

Wang Y H, Zhang H G. Quantum algorithm for attacking
RSA based on Fourier transform and fixed-point[J]. Wuhan
University Journal of Natural Sciences, 2021, 26(6):
489-494.

Smolin J A, Smith G, Vargo A. Oversimplifying quantum
factoring[J]. Nature, 2013, 499(7457): 163-165.

Xiao L, Luo L, Mateus P. Distributed Shor’s algorithm[J].
Quantum Information and Computation, 2022, 23(1&2):
27-44.

Nielsen M A, Chuang I L. Quantum Computation and Quan-
tum Information[M]. Cambridge:
Press, 2000.

Liu L H, Cao Z J. On computing ord, (2) and its application
[J]. Information and Computation, 2006, 204(7): 1173-1178.

Cambridge University



LI Peng et al: On Computing a for Order (a, n) and Its Application 249

FTFi1E Order (a, n) TG a S H N
2, AR, TEEE?, skME?

1 AGPHABE B~#Be, JTrg 15 PH 464000
2. fFBHIRE K% LS (E B HAR e, RS {5 FH 464000
3. BBURE R MY a240e, Wb 2L 430072

WE: TR afETIERE(Znz)y TIBY r GEAE order (a, n), SURTIE R 1, (n) , FEHELEORBEALE AL s 0 S i 25
HEAEA, I HAE Shor i FREE M A 1k DL R i 232 0y b e g G . A SCE R T BB MR T,
5T — SR A R SR, RS e, 1 () (RN HAAXE SRS AR R, R,
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